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. The NATIVE prEN‘SQSSOCIATmN OF CANADA (NWAC) is joining
. forces with the@nnﬁ%l»]@other‘f&“{t Waik j‘fﬁeyeate a National Aboriginal Water
Day of. Actlonef(JT\I@W&AWQ be hel({ onf,2909 04 ]Sf“ I} 1;5: NAWDA is a platform for
T A
all peoples and oré’ini%atloﬁs \naticmally and ifternatio hlly, to voice concerns,
conduct “water walks”, hoch Vlgxlsranﬁf éngage in tradltloﬁa l:ceremonies and prayer.

INFRASTRUCTURE AND COMMUNITIES (SCOTIC) presented the Government
of Canada (GoC) with eight recommended changes to the Navigable Waters
Protection Act (NWPA), including various amendments and deletions. Aboriginal
representatives fear that the impending changes, which are being considered without
proper consultation from the Aboriginal community, will threaten those who depend
ﬁgcgn’ﬁ@vgable waterways to sustain their livelihood. Considering this ongoing
issug; fthq:‘N%i&YDj{& may include activities and events which highlight Aboriginal -
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- ANALYSIS

1) The NATIVE WOMEN’S ASSOCIATION OF CANADA (NWAC) is joining forces with the
annual Mother Earth Walk tocreate,a National Aboriginal Water Day of Action NAWDA) to be
held on 2009 04 13. The NAW’DAms @@\gtform for all peoples and organizations across the

country and internationall /y to Vows@c(gncerns wggduct “water walks”, hold vigils and engage in
traditional ceremonies andaprayer Orga?ﬁz,grs arg ﬁnb%mgglng people to get 1nvolved and arrange
for various events w1tlngtﬁe1r oW c%ommumtlesm "D{’ W !0 2,
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: 2) World Water Day originated in . E9§Z@t the%;\gé%d)fq]zons (f)N) C%nference on Environment
and Development (UNCED) in Rio defz‘lfaﬁ@?if% -.Bga}iilﬁ’sllﬂée‘then countries across the globe -
have embraced the concept, with various groups /r an;l g it éfent events to promote water
awareness and similar environmental i issues, including Waterfdegraﬁlatmn and the human right to

water. eE

* - On2006 03 22, a National Day of Action Jor Water was held in Australia, with a focus on
the effects of mining on clean water. This event occurred without reported incident.

e On %08 ﬁ§ &g the COUNCIL OF CANADIANE S, along with th CANADIAN UNION
.. OF PUBﬂ@@fPB@YEES (CUPE), OXFAM CANADA, the POLARIS INSTITUTE,
émgib.EAU S‘EC%URfs,,&ook part in a World Water Day NDA. More than 40 COUNCIL OF
A: WABIANS c‘ff‘épL [é %z"@gi ;:vents across Canada to deliver the message; “Water
”ﬂmpé’éple, n&t\for profi Ty 4 891!11015 activists met with Members of Parliament to push for
the é%atw;i ’Eﬁ}a Natmn&al Watér Baliéyk]fhese events occurred without reported incident.
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*  On200811 17 seven Canadlan un1vers1§y campﬁse@@ﬂtdglpatedm a day of action to

raise awareness of the bottled water 1ndu3try a,nd to cal“lﬁoufufflwers,g 5agl}1/plmstratlons to
prioritize accessible public tap water é’?@t s 9 c‘émpus The%fa,y oiﬁ’éi“etgon{ 1vyhu:h
featured a variety of activities and events, Ws hel a%ga‘ﬁ,of the Ciampft@v BBttfefWater
Free Zones Campaign, a POLARIS INSTITUTE' “Ifu’tl /tlvesm cdlla@oratlon‘ivﬂl hé)s
CANADIAN FEDERATION OF STUDENT (FS)and ihég&]ﬁm YOUTH
COALITION (SYC). These events occurred without rep@ﬁed 1 QLdeht:/p,“"*fZ 46

N Q A 'w‘q’f 4 f“‘ 4

. On 2009 03 22, World Water Day in Ottawa, ON, called for safe water antﬁaastc

sanitation. A national “toilet seat petition” was created, resulting in dozens of sngned
toilet seats from across Canada being presented to Parliamentarians on the steps of
Parliament Hill. This event occurred w1thout reported incident.

3) This year’s World Water Day theme was “Shared Water - Shared Opportunities”, with a
special focus on transboundary w waters. On 2009 03 20, ASSEMBLY OF FIRST NATIONS
(AFN) O jf/m,Of can;lmcnted on the World Water Day, emphasizing the
importance of water w1th1n the Ah@r,lgf‘nalﬂcoﬁig:}ymty and highlighting the fact that there are

, currently 109 First Natlens‘ffF:N com&hﬁlt%es:ugc}enadrllgklng water advisories, which is an
increase since last J ulyfgg/ .08,072;’Med1a reporm;l G §tates fh’htmthe quality of many water systems
is degraded by the pressures:@f huma\nﬁey‘e opmenti”li’@ anyﬁbcﬁngmal people, this
degradation of the land results i Pee Eetéfmoraﬁ&p ,%f the%% he@lth andxway of life, while providing

them with few off-sctting benefits | , ; Oy ”‘/ 3
o D

{

YA,
i

4) In June 2008, the STANDING COMMI %EEQF T&%?\NS}POR’E/ INFRASTRUCTURE AND
- COMMUNITIES (SCOTIC) presented the Govemment of Canaciaf(GoC) with eight
- recommendations to changes to the Navigable Waters ProtectionAct (NWPA). These changes
~ included various amendments and deletions to the Act, which Abor1g1nal representatlves have
‘labelled as “threats” to various Aborlgmal communities. :
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5) Thé‘Mfotfteﬁ? rtibWa er Wa?licf%v;@s sfaﬂ/ed’ by asingle Anishinabe grandmother who was :
concerned ab’e e’fh@a hfan state éf’fthepvyateﬁ% within her territory in northern Ontario. The
first “water walk ” \Qas [g@‘}@ 1n£2(?03 r@;vhen this grandmother walked with a pail of water around
A
Lake Superior. Conce‘mg ﬁ{ld sgpp@ﬁ; f h\eg cause has grown as a new body of water has been

walked every year since. D of%er Earth Walk, which will extend over a two
: u{)

. i ~
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month period, participants will walk the St. Lawrence Ri%e 4 ,:1 Ppr evieus Mother Earth Walks
FR i ¢
have occurred without reported incident. - g, jf Vigs S ;;? ‘Q,;’ ‘S‘; Ay
Pt ,ui Ry FOR, Acy ER

6) The Canadian Aboriginal community has prev101£s1»y, or@amzedmatzonal d&j}s«of dmoﬂl(N DA),

which have been identified as days of action and protest"‘Thei' 'SfNDA! was held" md}l ﬁoﬁ% -

2007, while the second was held in May 2008. Both everIFSa oncﬁrf%mthoﬁfsemous incident and
~were held relatively peacefully, with few confrontational altercatf@n%@nf%s&{g 'Q%,g National

i

Day of Political Action (NDPA) was held in Aboriginal communities ?écr@ss Gapaﬂéf@@@’event
was intended to encourage political awareness and was held without reported 1nc1€’ént‘g .

”

8) ITAC will continue to momtorxthe s“ttfu zgly provide updates as necessary.
) Co ,,
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. ~ L’ASSOCIATION DES FEMMES AUTOCHTONES le CANADA (AFAC) se:
Joint & la Marche annuelle pour la Terre mére (Mother Earth Walk) pour créer une
Journce nationale autochtone de mobilisation pour I’eau (JNAME), qui aura lieu le
2009 04 13. Cette Journée est une plateforme qui permettra a tous les peuples et &

~toutes les organisations, au Canada et 2 I’étranger, d’exprimer leurs inquiétudes, de
faire des « marches pour ’eau », d’orgamser des vigiles et de mener des cérémonies et
8es;pne@s\ ;{:admonnelles
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The English-only version of this report was 1s§ued 9}3@005 +2; ,Q
La version anglaise de ce rapport a ¢te distribuée le 2‘0,2« 154 07,
in Quebec and Ontarlo

Le relais dela ﬂamme olymplque de 2010 passera dans des communautés autochtones du
Québec et de I’ Ontario

KEY POINTS

‘ e ,ﬁ o
. The 2010 Olyr?lpl ZT‘Erc/g Re]ay begajn ﬁnﬂ}@pto’mg‘, British Columbia (BC) on 2009 10
- 30. The Torcﬁﬁa@srh@@éave@ed north @ ’"hq aéross tli% eountry to the Maritime
provinces. In the uﬁ"cé’nnnéwveeks tt_hemTorch WtLl f,paSsvt rough Canada’s two largest
provinces, Quebec and Ohml%wmyﬁ’gre;hpme toﬂvarloﬁs\Aborlgmal communities.
To date, the Torch has beert. well“rceew{e“ﬂéap has ;ngt virtually no protest act1v1ty

*  Some of these Aboriginal communities have been knbwn to be outspoken and at
~  times confrontational, mcludmg threats of violence regardmg Aboriginal rights.
However, as Olympic organizers continue to strive to incorporate the Aboriginal
culture into the 2010 Games, Aboriginal communities appear to be in support of the
Olympic Games, along with the Torch.
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. -~ Media reporting indicates that some mér;r;lp,ﬁgrs, of Tﬁeﬂﬁ@%‘&m&keﬁ@?gmglml -

. A N N A f g, .
community want to boycott the,Relagimiq;%?op@gs_ed to ‘thq&ﬁ%ggéﬂ@ggfonned -
police on Aboriginal territory. SRS, Ry Le Rl Vg The
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ANALYSIS -

1) The 2010 Olympic Torch Relay began in Victoria, British Columbia (BC) on 2009 10 30. On
that day, the Torch was met with spme protest activity, which resulted in a route change. The
Torch has since travelled north fa?id@@r’o‘;gs;&he country to the Maritime provinces. To date, the

e TSI TOSS .
Torch has been well received and<as; ﬂn@t@/mually no protest activity,
- L ;"':‘ " S R

/ /
s

o :{f"\i‘: [ (.s . WQ’&S” s Pl S8 ’
2 h . ‘.,)u@l ’\):r_’? 5 e AL FoT k\}éb‘;&\if‘k R . .
) In the upcoming weeks; the Totch will passithrotigh, @;aag% § two largest provinces, Quebec

and Ontario, and will inEfﬁ&@,; ffe"r,a;l:_.A%@;i%iC{lal Eﬁ%mﬁ?ﬁgyﬁ&lﬁn the planned route. Some of
40/ outs "?i’ta@@;l}ié‘ét@@%frontational, including
threats of violence regarding Abor,i:girl/’ail%ggg;@éa%rgéﬁ;lg{r;y in relation'to the issue of sovereignty.
However, as Olympic organizers contir’iffi@,t;{ i%ﬁﬁqxgef:f&igéfﬁp@gate/ the Aboriginal culture into the
2010 Games, Aboriginal communities appea?‘?&qﬁéﬁiﬁ&@ﬁﬁ@wéﬁﬁ@ Olympic Games, along with
- g, P

3

-3) On 2(509 12 08, the Torch is scheduled to pass through the Aboriginal coininunity of

Kahnawake. Agcording to media reporting, the MOHAWK NATION OF KAHNAWAKE -
(MNK) hasi%’e’cﬂg &édggl}gt all community members boycott the Torch festivities as a gesture of
respegt for feﬂpgyfg&’“b@izjg?na;s (in BC. In addition, the MNK is also contesting the presence of

CM “honour guﬁ?&smﬁé&a@“é?ﬁ(p@ted to escort the Torch procession, as it travels through
Ab@u%malbtéc’rﬁpg: 8 Acc@ﬁﬂ@}@'ﬁm@;@i@;@ porting, the MNK released a statement saying it
inteﬁfl‘%@@@j%ﬁi@ (tfieRCMP 'F?%ﬁaygﬁf’ei*j;i}gftﬁe community for the Torch event. The reporting
also states ﬁbét??t‘lg‘é ;gétap egét? the ‘Loﬁéﬁé@‘gq‘fﬁ/&%hnawake have mandated the Warrior Society to
prevent the R(%MnﬁE g:?g\g%ﬁ@%qg @hgiwake territory.
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4) According to media reporting, on the momln&of 2009‘&1% 04j ﬂ}ﬁ\/l‘NK met with
representatives of the Four Host Nations, who Qe 464 ﬁostmg tcfxé 20,{ O?@,lymﬁ Winter Games
with the Vancouver Organizing Committee (V%N @CL lﬁe Four HA N@Y oﬁQar@made up of
the Lil’wat, Musqueam, Squamish and Tseil-Wau hutth:lr'“st I.\]eftLomg3 of BC"%@{ %eek % Jénsure
that the Olympics are successful and the Nations’ languages, tradatqons’mnotocols a’ifdgcu’ffures
are meaningfully acknowledged, respected and representeﬂfdunng[jh‘ekp,lanﬁ‘img mstagmg and'

\ _ hosting ofthe Games ' ) m’im ! ~O; am &f’/@ N

o

44 ;"1 f'{:‘ *":x!

8) L’JZ/&G‘/NVHI contrﬁu&tp’ I{nonltm‘tﬂ{lf s1tuat1on and will prov1de updates as necessary.
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THE NATIQCN

THREAT -

CGAPITAL REGION (NCR):

ORISTS AND EXTREMISTS

(NCR) in the past against foreign, dlplomatlc fedér lgovernment staff and
premises, and two deaths have occurred.
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Introduction

1. This assessment focuses on thét itfrom terrorists and extremists to Canada’s NCR

International Terrorism

Islamist Extremists

2. The greatest international terrorist threat to Canada and Cana an interests continues to
emanate from AQ AQ has
demonstrated a capability for conducting mass-casualty attacks using a variety of methods.

Moreover, AQ is directly involved with the wars in Afghanistan and Iraq, and supports Islamist
extremlsts in other areas, ¢

3. AQ has m ,tgan:Q@ce identified Canada as a terrorist target for being a Chnstlan country,

iy

supp;artlng tHeys w fagaﬁ’lst terror and playing a leading role in Afghanistan.
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‘7. Land-claim disputes and other i 1ssues

ITACICIEM SECRET , ;
09/ 09

terrorism threat. For example, in early 2008, the Hizballah Secretary General threatened to -
retaliate agamst Israel for the February 2008 assassmatlon of 1ts senior military official, Imad
Mugnyiah, in Damascus.

Domestic Extremism

“Homegrown” Islamist Extremists

6. Like AQ AQ-inspired individuals in North America have tended to target
transportation infrastructure, politically or economically significant institutions, military
installations, and public gathering places that would result in mass casualties when attacked. As
with AQ attacks abroad, AQ;mspxr@d individuals in North America have also tended to employ
or planned to employ 1mprov1se(f éxpj 6 1¥,e§deV1ces (IEDs) as their primary weapon.

Aboriginals '

‘ations where land claims are
een the location for peaceful

occasionally turned violent, These 1nc1dents geﬁe:ra,l Nz ég:qur df
made. - as the seat of government, the NCR typicafly
protests involving aboriginals.

C
&

Multi-issue Extremists (MIE)

8. While Multi-issue extremist (MIE) attacks tend not to be mass-casualty attacks, a February
2008 study in‘the-United States (US) concluded that MIE attacks are seven times more likely to
occur than tei‘i*o‘l;l fg%tf cks by AQ

t of tension in various regions of Canada, most
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A Lone Wolf Attack -

10. A subset of domestic extremism is the Lone;Welt?l A

or threatens to use serious violence against persons or pmp :
ideological reasons, oF

plan and conduct the attack alone.

11. Islamist web forums provide online advice for AQ-inspired Lone Wolves, such as the “Code
of Conduct for Sleeper Agents” The advice contained in this
guide could pertain to an individual inspired by any sort of ideology, and includes instructions
such as mastering English as well as a cover-language such as Spanish to hide Middle Eastern or
Asian ethnic origins. The online guide also instructs individuals on how to acquire false identity
documents, keep physically fit ,»tram with weapons, live in neighbourhoods that do not attract
police scrutiny, and remain vigilal tfor s .elllance by security and intelligence agencies.

of )government and their symbolic
| "fafis offer a number of potential

Symbolic monuments can also be
valuable targets when combined with a special celebration, such as National Day or
Remembrance events. Official visits by foreign Heads of State and prominent international

polltlclanmanva{ 0 offer attack opportunities for terrorists. Certain cultural and ethnic facilities
can also becoffe t“r‘!gtféit»s .

§g;pmmdé'ihq same potential infrastructure and mass-casualty targets as
oities, mciudmgE “dbfilmermal centres, electrical, water, and transport

1atge

%[ors

1nfra§tfuéitunés /

Ty

dﬁrlz@ Around the world, contains an extensive list of

Fa
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potential terrorist targets.

Foreign

18. With over 125 national embassies (and an equal number of ambassadorial residences),
Ottawa hosts a substantial diplomatic presence, including countries specifically listed as targets

by AQ. The potential target set expands when well-known international companies operating in
the NCR are added. '

manufacturmg

20. Most major cities in Canada have various elements of each of these critical infrastructures

within their boundaries. However, the NCR is different due to the prominence of the government
sector.

21. AQ-inspired groups, : - have displayed intent and
capabilitzyf;g targe}tﬁ critical infrastructure in Canada,
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Tokyo, Japan, subway (1995);
Lima, Peru, hostage taking of diplomats at the Japami;ge Ambassador’s residence (1996-97);
Nairobi, Kenya, US Embassy (1998);

Dar es Salaam, Tanzania, US Embassy (1998)
Washington, DC, the Pentagon (2001);
Moscow, Russia, theatre Seige (2002);
Madrid, Spain, intercity train system (2004);
London, United Kingdom, the subway (2005);
Jakarta, Indonesia, the Marriott Hotel (2008).

The presence of embassies normally found in capitals and the large ¢
these symbolically important citics was a factor in the attacks.

Past Incidents and Plots in Canada’s National Capital

23. Several terrorism-related incidents have taken place in Ottawa in the past, against foreign

diplomatic as well as federal government staff and premises resulting in two deaths. The majority

of the attacks used tlmer-conHQlled AEDs of the pipe-bomb variety against foreign diplomatic
_representations causing material- d‘ ge.f( Annex for chronology of attacks).

in Ottawa.

Attack Methods
Explosives

25. Vehicle-Borne Improvised Explosive Devices (VBIED), including suicide-VBIEDs, are
among the most common and effective forms of attack employed by Islamist terrorists. However,
variants, such as backpack-suicide attacks (London) and timed IEDs Madrid (2004) have also
been used successfully. A combination of IED with an armed assault has also been tried, less
successﬁl’i?l;@y dgainst the US Embassy in Sanaa, Yemen (2008).

&},u Blo

& el

Al' Qs (AQ) s
conducting CﬁR,at kg
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Annex

. In the early sixties, FLQ-inspired 1nd1v1duals of’eeﬂ platgled bombs in several locations
in Ottawa against federal targets causmg one death;
IEDs. Similarly, the Ambassador s residence was targeted once, most hkely by Cfuban
exiles.

. In 1972, six letter bombs sent to Israeli officials in Ottawa were mtercepted and
dismantled.

+  In 1977, the Indian High-Comins
cocktail, an attack attribute d {041 63
its leaders in Indi S

. In 1982, Armemankterrotri tfs;g}ﬁat:i;wo Turkls’ ft;d
another paralyzed. In 1983 noﬁwn T
one Canadian guard. The T’u;:k;nshi.
to escape from an upstairs window

. In 1989, an armed man of Lebanese origin highjackéd'a Gréyhound bus from Montreal to
Ottawa, keeping police at Parliament Hill for 5 hours. The incident ended peacefully.

. In 1992, the Iranian Embassy in Ottawa was stormed by a group of supporters of the
Mujahedin e-Khalq (MEK), a terrorist organization opposed to the Iranian regime. The
attackers managed to vandalize the premises before being arrested. The Iranian
Ambassador was wounded as a result,
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Aet. The information or intelligence may also be protected by theﬁspm\;l smfxsmf Cm ada Evzdenbe Aot

intelligence must not be disclosed or used as evidence without prior één@ }h
Because disclosure of this document might be i mjuncus to nauonal securf 7

Le présent document peut faire l'objet d'une exception aux termes de la Loi sur l'accés a l'information et de la Lork.si:r*&gprqtée’tfén des

renseignements personnels. On pourra également s'opposer 4 la communication des informations ou des renseignements (i‘rl‘i‘f Cunuent
en vertu de la Loi sur la preuve au Canada. Ces informations ou renseignements ne doivent &tre ni communiqués ni utilisés comme
preuve sans consultation préalable du Service canadien du renseignement de sécurité. Comme la-divulgation du présent document
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AL ‘CAPITAL REGION (NCR):
RORISTS'AND EXTREMISTS

Key Points

. Due to their importance as the locétion 6f the'sea
symbolic appeal, national capitals prSﬁde manyi po ‘ntial targets. Several
terrorism-related incidents have taken place in Candda’s National Capital Region
(NCR) in the past against foreign, diplomatic, federal government staff and
premises, and two deaths have occurred.

cont’d...
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Introduction .

1. ThlS assessment focus)e' d extremists to Canada’s NCR' :

International Terrorism
Islamist Extremists

2. The greatest international terrorist threat to Canada and Canadian interests continues to

~ emanate from AQ AQhas

demonstrated a capability for conducting mass- casualty attacks using a variety of methods.
Moreovéﬁ‘gP}Q) 1&’dlrectly involved with the wars in Afghanistan and Iraq, and supports Islamist
extremists 1n oﬁ&

anada asa terrorlst target for being a Chnstlan country,
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Other International Terrorist Groups

4. Non-AQ extremist ideologies, such as those‘of n fa’oked le altah, it !gepresent a
terrorism threat. For example, in early 2008, the leﬁﬁllahSébfgztary;General threiaﬁlénéd 1o

retaliate against Isracl for the February 2008 assassmatlonfof ior.military officidl, Tmad
Mugnyiah, in Damascus.

Domestic Extremism

“Homegrown” Islamist Extremists

6. Like AQ
transportation infrastructisre al
installations, and public gathei‘fqr e th ﬁtwould resiit 'n
with AQ attacks abroad, AQ-i 1nsp1r & mé;(ﬁldua(m :
or planned to employ improvised explfssnze deyi ce

m@% “casualties when attacked. As
orth Amerlca‘hﬁ’ve also tended to employ
EBS)‘aks their primary weapon.

Aboriginals

7. Land-claim disputes and other issues have resulted in aboriginal protests that have
. occasnonally tgrned violent, These incidents generally oceur at locations where land claims are
BT e
made. "¢ Ol aS*

kit?e,nd not to be mass-casualty attacks, a February
,tates'{US) conciuded’ that MIE attacks are seven times more likely to
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Separatist Extremists

9. Separatism provides an undercurrent of tensioh
prominently in Quebec.

A Lone Wolf Attack

10. A subset of domestic extremism is the Lone Wolf. A Lone Wolf is an individual who plans

or threatens to use serious v1olence against persons or property for political, religious, or

ideological reasons.

such attacks are self-initiatedand, Cafm?d ut by one person. Lone Wolves
plan and conciuc tt

11. Islamist ‘web forums’ fpxovrﬂe“
of Conduct for Sleeper Ag@ 4
guide could pertam to an 1n((11%c1u,al i

Common Potential Targets in National Capitals

'13. Due t6 thmr“f'élag;we 1mportance as the location of the seat of government and their symbolic

a eal as a cgj fmentd junct element of power, national capitals offer a number of potential
pPp %1 101 p P
mc(ud Barltamentary or government districts

,éfr

. £ Symbolic monuments can also be
b quth a spec1al céTebratlon such as Natlonal Day or
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14. National capitals also provide the same potential 1nfrasffu
any other major cities, including large comme
infrastructures.

an , ri’iass-casualty targets as

Potential Targets in the Canadian NCR

potentlal terrorist targets.

Foreign

Ottawa hosts a substantial dxplomanc preseL e, udi ot ihtries specifically listed as targets
by AQ. The potential target set expands when wéllLknéWn onal companies operating in
the NCR are added. -

Infrastructure

19. Public Safgty Canada has designated ten key sectors as national critical infrastructure. These
sectors, 1r{éimd1ﬁgthe following areas: energy and utilities; communications and information
technology; &naﬁc dlth care; food; water; transportation; safety; government and
manufac;urmg >

sector.
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Past Incidents and Plots in Canada’s National Capital
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21. AQ-inspired groups,
capability to target critical infrastructure in C

intda,

Past Incidents or Plots in Foreign Capitals
22. Other national capitals have suffered major attacks around the world it the'l
including the following cities:

Bucnos Aires, Argentina, Isracli Embassy (1992), Jewish Cultural Centre (1994);

Tokyo, Japan, subway (1995); o

Lima, Peru, hostage taking of diplomats at the Japanese Ambassador’s residence (1996-97);
Nairobi, Kenya, US Embassy ( 1998);

Dar es Salaam, Tanzania, US Embassy(1998);
Washington, DC, the Pentagon (2001);,, -
Moscow, Russia, theatre Sgige (2’662)%
Madrid, Spain, intercityt am’s“‘"’ys;gp (2004);
London, United Kingdofi; ‘gislr]}\g‘(?y( 005);

A

Jakarta, Indonesia, the MarriottHotel(2008);

23. Several terrorism-related incidents have taken place in Ottawa in the past, against foreign
diplomatic as well as federal government staff and premises resulting in two deaths. The majority
of the attacks used timer-controlled IEDs of the pipe-bomb variety against foreign diplomatic
represenitﬁgtionf_s; causing material damage (see Annex for examples).

24. In 2006, Canada; b‘éi@t:,}lg‘rflown example of alleged AQ-inspired extremists, the “Toronto 18”,

fested for‘atlegédly plofting to storm Parliament Hill or attack RCMP and CSIS buildings
S egedly plofting _
in Ottaw g / v




ITAC/CIEM : / UNCLASSIFIED - FOR OFFICIAL USE ONLY /
09/10 NON-CLASSII;!E- Réservé a des fins officielles seulement

Attack Methods

Explosives

g 26@;4) hdve glso

.

been used successfully. A comblnatlon of IED with an armed assault has’eiléo beemtr
successfully, against the US Embassy in Sanaa, Yemen (2008)

Weapons of Mass Destruction: Chemical, Biological, Radiological, Nuclear (CBRN)

26.- Al Qaeda (AQ) andrc)th enorlst entities are known to have expressed interest in
conducting CBR attacks ) )
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Annex

. In 1966, an individual killed himself while assembling a
Commons,

. In 1967 and 1968, the Yugosldv Embassy was bombed three times by Croatian and other
exiled citizens.

. Between 1966 and 1974, the Cuban Embassy was targeted in three separate occasions by
IEDs. Similarly, the Ambassador s residence was targeted once, most likely by Cuban
exiles. /

e
another paralyzed In 1985, another Armeman team é omled the Turkish Embassy, killing
one Canadian guard. The Turkish Ambassador was left seriously wounded when he tried
to escape from an upstairs window.

. In 1989, an armed man of Lebanese origin highjacked a Greyhound bus from Montreal to
Qttawa keeping police at Parliament Hill for 5 hours. The incident ended peacefully.

In 199 2/ th ﬁantan@mbassy in Ottawa was stormed by a group of supporters of the
A Mujahedlh Iéﬁ E

FIOBEIT)
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Introduction

1. This Paper assesses the current and potential threat posed to the 2010 Winter Olympic Games
by domestiéjéﬁgi;fggéigg]@ ) activists, extremists and militants. It examines recent
onﬁoﬁ@gié@lggﬁféﬁé@gs%tacﬁcs and targets, and violence at previous Olympic Games and
@g:;iggal evénts, t&ﬁl}%’c"ifpﬁte actions that may occur in relation to the 2010 Winter

PR TN

e £
:-!‘ft# 3

Winter Ga ;
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2. :
Opponents of the 2010
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i ﬁaﬁ%@%gm
environmental degradatlon repressxon and v1olencl=: baﬁl{éﬂélzy R @Werful ehtééf SuC S 3¢al 4l estate
interests and construction, hotel, tourism and television cdnseﬂ1um5xmf]§1f1 in tarid m Wlﬂl;;«
government officials and members of the International Olymplg Cﬁnynﬁte&(lﬁﬁ) Allegedly, the
Games are to the detriment of the poor, the homeless, 1nd1genous” People d?s

3. Opponents further allege that the Games will transform Vancouver into an “occupied” police
state involving the deployment of thousands of additional police, military, and security personnel
supported by enhanced security systems that may well remain in place after the Games. They
predict this “repression” and diminishment of civil liberties will be directed against anti-Games
groups and individuals and charge that this has already been the case with some anti-poverty, pro-
housing, environmentalist angl;llgirstf“li\l tion groups in Vancouver.

xl}ese spo ps lude b
Cola, Petro-Canada, Trans“(}‘an@g_ Bow, and Twlg @éﬁm
Electnc are denounced fof lﬁemg hajor-af jmanuflacturgs

oncluded cross-Canada Olympic Spirit Train. This has been in the form of protests,
demonstrations, acts of vandalism, mischief, and threatening internet postings. Anti-Games
actions have also included road, bridge and rail blockades, office occupations and arson. Calls
have also been made for economic sabotage, mass convergence, airport, ferry,
telecommunications and train disruptions, although these threats have not been acted upon.

movement.
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Activists’ Strategies, Tactics and Targets

12. Like in Canada, foreign protests and demonstrations against special events have and continue
to involve a highly diversified: angeuaf actions, incorporating violence or the threat of violence to
greater or lesser degrees, and varying ﬁfﬁ_@mposmon and size.
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fence fence with extreme left-wing, antl-fasc1sts antl-globahzatlon stop the war
coahtlons ananhls@ {mdlcai enwronmentahsts peace groups and animal rights groups has been
w1c1;e1¥
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been precipitated by the visits of unpopular headg nada,
@n i rémmental %u@s i dq

shared 1deology between anarchist, anti-capitali
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Violence at Previous Olympic Games

27. The 2000 Sydney Summer biympr’o _marked by numerous protests and demonstrations.
Web sites, protest marches and direct a.%ﬁg hy \ﬁg;med prominently in dissident campaigns against
the Games, targeting Olyr@i@ @ponsofs%llaﬂ 7N1kei Mclponalds Westpac Bank, as well as the
Sydney Organizing COH‘@i]‘fE&@ fd?»the Olympr/of meﬁs{g ’Eﬁexchmate for protest became more
hostile as the Games appréiat‘:hif “‘f»]lﬂ(ge “’Eh?{ y@ncou\feﬁﬁp[i Wxﬁfc%rGames global corporate
power and globalization figured p‘mr;ynéiﬁ}y as%mgetlng tﬁeineg ]Dagl ly, protest rallies as well as a
program of forums and workshop%bgefé»ﬁlsa“c‘“@h@y feid, On September 15, the opening day of
the Olympics, several hundred people pﬁﬁq@pa‘teﬁ{ m’Vanq-ﬁ“ yi_t}glc protests in Sydney, far less
than organizers anticipated. Rally sites were hea%ly f)@lwge‘ ¢ 'Aﬁstrahan police reported that
during the 2000 Olympic period no bombs exploded, althoug_ ;b‘*omb threats and three
chemlcal/b1ologlcallradlologlcal threats were managed. Nine susprclous items were investigated
during the Games and three hoaxes. More protest and illicit activity occurred in the pre-event
phase of the Games than occurred during the Olympic events.

28. The 2006 Turin Winter Games in Italy also involved dissident protests and direct actions
rnountedxby re@IQ(,ents environmentalists, and extremists. These protests involved sabotage, land,
and construci'f@(s’ité Dgcupations.and roadblocks targeting a large road and rail expansion

betwgen Susa‘dﬁa(y‘f?agﬁ ‘Ejmanrance related to the Olympics.

TS

i \uu‘-ﬂ

- T
20: UriAg:

ﬁém;oh relay‘y%&jfefqr théf@penmg of the Games, anti-Olympic protesters managed
; rq\ay4a?m¥a<)1 times took, ;cgn;troffe\f the torch. No one was able to stop the Torch

Relay or the Gamgg, a dtes,tprs manageﬂﬁv té(blpck the cross-Italy Olympic Torch Relay dozens
of times, forcifig 7 /

3103{93/01)
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2001 G8 Summit in Genoa, Italy, which was nfagl;(‘ea qb Vlolen’t‘ “clashe‘is* *‘betweéh %ecurlty forces
and thousands of protestors, resulting in one pﬁ,@%estér’ l)emg shot and ‘Iﬁ'llgcg l"fy ‘fﬁ)hcg In the
wake of this incident, security forces were conceriiéd! W,}t@ the\tl‘iheat t.posed B’Sh’th;ﬂfahaﬁénarchlst
movement against globalization. Anarchist actions targeteé ma_]dr”bogpé‘rataons and%‘pméd’ (part of
a wider series of attacks in Italy on McDonalds, Blockbustet;, é/mher* U,S,qf’?a;npmses Concerns
were further heightened by a series of attacks on national and regfﬁtga “1hfrfa§tfﬁqturé pj:«p_] ects,
corporate offices, and Italian government buildings. There were up to 60: *suc‘ﬁi mcg(iqéh’t’ Ufmg
2005, and many involved improvised explosives that were intended to raise pubhclty ’wyth,o’ut ,
causing injury.

31. Anarchist anti-Olympic protest actions blended into broader concerns and mass actions
against a new high-speed railway line in Italy known as the TAV (Treno ad Alta Velocita).
Upwards of 50,000 people joined a march against the TAV near the Italian-French border. Local
residents and env1ronmenta11§t§ com@,amed about the environmental impact and ‘unnecessary
expense’ of a rail tunnel blasted itﬁf»@u}”)ﬁ/lhe Alps Initial demonstrations were peaceful but
quickly led to clashes between polies ‘ﬁd? grpfes@qrs Several activists linked the TAV
construction project w1t3hi 'hémﬁastruétureﬂéieloﬁ’ tént, for the Winter Games.

~ { A stf“m
32. Protests against the TARD @ﬁé}@h&ﬂymlcs werema% spar fore than 30 demonstrations
along the route of the Olympic TUrEQRel@y Th%torch actéd: as. a“‘f@ggs for protests involving a
variety of groups such as Campmgﬁef;’ f@t;aif @,nd antl-globalizatlon demonstrators. This
latter group has protested against the tétéhkrﬁpla»y? é ;hé mtrpductlon of Olympic corporate
sponsors in 1983. At one location, more than 1 Q béople d “a crowd in which
demonstrators mixed with family groups on a narrow bndge ’fIn«gdvance of the Torch Relay,
demonstrators studied the published routes to select crowded locations where there would be
little opportunity for successful intervention by security teams.

33 The 2008 Beijing Summer Games similarly proved that the Torch Relay could be a high-
profile target and a major security-related concern as it passed through the many countries on the
relay route, In*’Rans numerous protestors, some armed with fire extinguishers, were taken away

- by police. Antzi-SChf aégro -Tibet protestors forced authorities to extinguish the flame at least five

times, take to?a,@q g‘"amf ‘si@’plgome stops. At other times police used tear gas to remove
prqtcs*térsﬂymg in fheﬁ:gaﬁ’fin\ah a“tt%pt to block the route. The relay through London ran a
gawntl t’»@ﬂglfma -rights’ dé“moﬁﬁ;tf;@toxs resultmg in the police making 36 arrests on a variety of
chargé¥ Vj;mbsﬁnéfg had turnedf 6ﬁt‘tg> fir‘otg;f’@hma s human rights record and clampdown on
Tibet. Durmé the- prﬂy‘%lﬂfq rth Amerlcan legoTthe relay in San Franc1sco thousands of
demonstrators‘proniptes-official§ fo:

ceremonies. s
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' \z“ql ng/C yﬁlteﬂ ﬁtﬁ’tes and
Mex1co held in Montebello, Quebec, in August 2007 oﬁ‘eﬁs ’agdi slght into the ;ty[{éipgf
protest tactics which the police may have to contend with’ duprgg{h GléQiWﬂﬂ;er Games. A
number of activist and anarchistic groups protested tﬁegev‘e’ﬂt Qﬁﬁ.@’?’fm 28,
advance of the meetmg, the Canadian Embassy in Mexico City was thé 'Slte o?ﬂéggrwsj act1V1st
protests on mining issues. On 2007 03 31, Molotov cocktails were thrown at the thh’é,sw’? There
were multiple protests in 2007 02 / 03 targeting the seal hunt as well as Canadian mining
operations in Mexico.

35. On 2007 08 20, demonstrations were held against the Summit at the main gates instead of in
the protest zones or staging areas designated by police authorities. The majority of 800-1000
protestors were peaceful. However;ua(pprommately 50 activists threw tomatoes, rocks, and
taunted front-line riot police o Icer@ Wi NG i termlttently used pepper-based dispersal gas to break
up unruly crowds. N,

4

W

&5
]
S

Organization of Ame égiaSg ﬁa‘

/ JQ{ /‘i; o } );
36. The Organization of Americar St;a
saw the convergence of many radleﬁlf

Quebec, and the United States.
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39. Tear gas, Molotov cocktails, bricks, clubs and bottles were used by extremlst proté o
against the police. One target of protest violence was the Canadian Imperial Pank of
Commerce. - adherents smashed windows, set fire to parts of the interior, and defaced
surrounding landscaping. As a result of numerous violent incidents, 486 people were arrested and
46 police officers and 57 demonstrators were injured. Damages from the rioting were estimated
between $50,000 and $100,000.

40. Following the Summit prote‘sfs;ggléjmo‘nstratlons of solidarity were held in early May 2001 in

several cities in Canada, the United; Stafés, }3&» M@,xwo notably in Ottawa, Montreal, Quebec

City, Chicago, and San E‘%ﬁblgqo, and’ rii:fr,an@f phe @anadlan Embassy in Mexico. The purpose
s

of these was to call for the'réle, g, e ,ﬁ%&;@rrestc' fi nm]mt In Montreal a
demonstration by 150 people tooK & a) iplént t;ifff“ywhen d"eriﬁénsj:rﬁwfs conﬁ'onted police officers
by removing metal barricades. < ; }

Thé 1999 Battle of Seattle

41. Another example of a security breakdown at an 1nternatlonal event is exempllﬁed by the five
days of rioting that marked the 1999 meeting of the World Trade Organization (WTO) in Seattle,
Washington. Demonstrator ranks were filled by anarchists, student activists, environmentalists,
advocates for human rights, union members, anti-capitalists, and antl-corporate and anti-
technology activists.

o 3 "v‘?»

Cellg ghonés,, were used to alert organizers to mobilize their forces elsewhere or
sumoned the«fmedia{to coder A new unfolding event.

Iy Fodim

42, TH@%ﬁ}Lcémed@dyﬁthe extremfsg}g:‘feme /g’é Swere varied and creative. Several affinity groups —
small groupn‘fgs @ﬁ’temo L, sovggogle dete‘l:il;méaf@}mterfere with the meetings by means of direct

action — statlo’fléd J;hé—fngglv%z:sgg@k ﬁfagpr downtown intersections around the meeting sites, in some
cases locking their af‘ﬁisg/t g”hghor%ﬁs&,d w’lre jtubes or chaining themselves to makeshift platforms.
Others: opted for sit-ins. Séver@l h’éapo N ngméd the sit-in, confronting a line of police in full riot

11
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gear. Some protestors tipped newspaper boxesmttg) th%street t&f@gmma,k@ﬁh;ﬂe arrlcades and
began banging on them with sticks. Other pro’téstrors*”c iwrepared w‘ft‘lﬁ“‘go gles aﬁ¢gas masks
and lobbed gas canisters back at the police. Additional: esto,fé threw botf%’é&mﬁ%thpr‘%mall
debris. Sticks, boots, manhole covers, and newspaper boxe&wg ‘u§ed%oi s;nash stoﬁéwvmﬁfo‘ivs
and facades were spray-painted with anarchist and anti- CaﬁltarhﬁfS’ slgga’n& 2 amqggwas directed

at corporate icons such as McDonalds, Old Navy, and Niketowri.” é@guséd Z;Emg apnmental
destruction and the use of sweatshop labour. Looting by local youths not»-mmﬁ"é-l' ;w1th

the anti-WTO protests followed.

43. Towards the end of the first day, some people began to block a main intersection with burning
dumpsters. For three days, little commerce was conducted in the city. Tear gas fired by the police
was frequently carried by the wind into the ranks of innocent bystanders. At one point, bus drivers
and passengers were forced to abandon city buses as the acrid fumes filled the vehicles.
Demonstrators responded with 3 volle,gs of firecrackers, bottles, and debris. At one point, many
angry neighbourhood residents, | ‘som ~ﬁv.schom had their homes gassed, joined the protestors on
the streets. Some nexghbours expresé a?nﬁger, ét{cpe protestors. According to media reporting, as

a result of the protests, thé WTQ talks t§allapsed vith/no major agreements or schedules for
further talks.




ITAC/CIEM
SECRET
-09/28

LES JEUX OLYMPIQUES D’HIVER DE 2010: LA MENACE POSEE PAR

LES MILITANTS ET EXTREMISTES




ITAC/CIEM
SECRET
097/28

e AL, q’luq‘;? gl o

This document constitutes a record which may be subject to ridric fgr)ﬂ{ﬁ)iem}g,tlgpéu Ahe Aeess to Information Act or the Privacy Act. The
information or intelligence may also be protected by the provisions of th"kej; y paﬁﬁlgxggd;ﬁ%é?ﬁgjﬁHThFe\f}‘information or intelligence must not be
disclosed or used as evidence without prior consultation with the Canadian ecurity l’ht"élli{gem::e’ryf‘f- ice. Because disclosure of this document
might be injurious to national security, the Canadian Security Intelligence Service objects t&"ifsi@‘rsgibsure before a court, person or anybody
with jurisdiction to compel its production or disclosure. The Canadian Security Intelligence Service may take all the steps pursuant to the
Canada Evidence Act or any other legislation to protect this information or intelligence from production or disclosure, including the filing of
any necessary notices with the Attorney General of Canada.

"f‘

Le présent document peut faire I'objet d'une exception aux termes de la Loi sur l'accés a 1 'information et de la Loi sur la protection des
renseignements personnels. On pourra également s'opposer a la communication des informations ou des renseignements qu'il contient en vertu
dela Loi s#{r{a prgy,,};g au Canada. Ces informations ou renseignements ne doivent &tre ni communiqués ni utilisés comme preuve sans
consultaﬁ(mi‘p@ ableidi, Service canadien du renseignement de sécurité. Comme la divulgation du présent document pourrait &tre préjudiciable
2 la sécurité nati ;éng {S“éﬁ“\{@ -canadien du renseignement de sécurité (SCRS) interdit donc qu'il soit divulgué devant un tribunal, une
personne ou quicﬁj)guel*a% 1&;%1%}[ d'en ordonner la production ou la divulgation. Le SCRS prendra toutes les mesures prescrites par la Lo

ariz%{a Ol fivﬁié autre ﬁi{@fm d'empécher la production ou la divulgation de ces informations ou de ces renseignements, ce qui
héccssaird Fite.au ‘Prakureur général du Canada.

[T



" This document is classified SECRET - and is the property of the Integrated Threat AséeSSment Centre
(ITAC). Prepared by ITAC, itis derived from various sources with information effective as of the date of publication. It i s ﬁrmnded to
your agency/department in confidence and is for official purposes only. It must not he reclassified or disseminated, in any way, in whole
or in part, without the consent of the originator. Contact: ITAC through Threat Management Centre at .

Le présent document est coté SECRET - et est la propriété du Centre intégré d’évaluation des
menaces (CIEM). -1l a été préparé par le CIEM. Ii provxent de différentes sources et est basé sur I’information en vigueur a la date de
publication. Tl ést envoyé & votre organisme ou ministére a titre confidentiel et réservé 4 des fins officielles. 1l ne doit étre ni reclassifié,
ni communiqué, en tout ou'en partle par quelque moyen que ce soit, sans le consentement de ’expéditeur. Pour rejoindre le CIEM

le Centre de gestion des menaces au

2010 WINTER QTRMPIC GA

J“: ,




| S

2102083/07;

ITACICIEM ' SECRET
09/29 ‘

Introduction

1. This paper assesses the current and potential threat posed to the 2010 Winter Olympic Games
by domestic activists, extremists and militants. It examines recent
confrontational strategies, tactics and targets, and violence at previous Olympic Games and
past mteﬁefaﬂo : t@ ents to anticipate actions that may occur in relation to the 2010 Winter
Games. N

4, v Opponents of the 2010
Winter Games aregameefect@ bl;;n&i By 011t1cal and social activists, primarily from the left-wing
ideological spectrum . Thq Gaﬁ“ﬁc% thwqfaim, have historically led to human displacement,
environmental degradation, répres ,n,t;lfidf% i0 olence backed by powerful elites such as real estate

2
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Viatig, .
state involving the deployment of thousands of additional pohce rrﬁl‘ktgﬂry .
supported by enhanced security systems that may well remain in pl”arce~ Yor ghé ggp‘eﬁ {F hey
predict this “repression” and diminishment of civil liberties will be directéd aga?m&géanff—Games
groups and individuals and charge that this has already been the case with some antl-bmgerty,
pro-housing, environmentalist and First Nation groups in Vancouver.

4, Some corporate sponsors of the Games are blamed for large-scale environmental destruction
and human rights violations. These sponsors include, but are not limited to, McDonalds, Coca-
Cola, Petro-Canada, TransCanada, Dow, and Teck Cominco. General Motors and General
Electric are denounced for being, 1éjor arms manufacturers. '

5. Games symbols havé ..a,lmad a)3) ’é Mr&eted su@h;p i ‘e;aﬁf“ mzplc clock, Olympic flag,
corporate sponsors, like the Rbyai;’deﬂg of Canada and prqmo’ugpal events, for example, the
recently concluded cross-Canada E(Bclﬁn 1 ‘S@l “'ﬁ§’Ix,a1n This'Ras bkt 1in the form of protests,
demonstrations, acts of vandalism, n’ms ‘refban*ﬂfﬂma atéﬁmg internet postings. Anti-Games

actlons have also included road, bndge “and ﬁa;,lial ockades, fﬁec occupatlons and arson. Calls
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Activists’ Strategies, Tactics™a

to involve a highly diversified range of actions, incorporating violence or the threat of violence to
greater or lesser degrees, and varying in composition and size.
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17. The BI’ltlSﬁ exp Hedeo Wit cxtféme left-wing, anti-fascists, anti-globalization, stop the war

litions, anarchists; FAdicat-€rvironmertali d animal right has b
coalitions, anarchists dqegcﬁii;nmgézﬂ;h%, peace groups and animal rights groups has been
widely covered ; LgnNrg

\e\)@@
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18. Like other countries, the Internet in the United ng /Lﬁ( Ls[y ed extensively to organize
protests, post comments, and to mobilize protest@,gat t1mes Qfg%n 0 ﬁmerltles A significant
number of the British groups have demonstragéb’}a; wfﬂnxgpess to gﬁaﬁ}g fﬁ@, li¢gror to breach
police lines. Demonstrations and direct actlonsgfﬁgi\;ﬁ% {\dlsplayg}@ﬁ;pb {s"rﬁei‘y,g\oﬂen
been precipitated by the visits of unpopular heads of ‘é’&ﬂgq ke, g’éfﬁg some @M@-oﬁ?@and
shared ideology between anarchist, anti-capitalist and envgﬁnmyf%ou@g demdis tratody
' Negy *f: L G

o
%"%’@;,émm
1500, S
0580
2 g"Q:‘. i),’:" - '3"” ey
&, E80 " Trye Oy
StV S o M8 i Sis
! F‘fj/;iz S M%f? Qpr &@;muﬁ‘m\
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Violence at PrevmusU]y G hiqsh Cp o
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21. The 2000 Sydney Summer Olymplcs ify W en@g&protests and demonstratlons
Web sites, protest marches and direct actlons%}éjﬁ)fed& é’@iﬁl\ypﬁ dissident campaigns against
the Games, targeting Olympic sponsors Shell, Nike, McDon? 1dg;d Westpac Bank as well as the
Sydney Organizing Committee for the Olympic Games. The cl1mate for protest became more
hostile as the Games approached. Like the Vancouver 2010 Winter Games, global corporate
power and globalization figured prominently as targeting themes. Daily protest rallies as well as a
program of forums and workshops were also conducted. On September 15, the opening day of
the Olympics, several hundred people participated in anti-Olympic protests in Sydney, far less
than orgﬁﬁ@glgs) %ggxpated Rally sites were heavily policed. The Australian police reported that
during the 20§§f0,{yp§}5§e,penod no bombs exploded although 37 bomb threats and three
chemwgaerlolo%i‘ {ﬁ& @Lthreats were managed. Nine suspicious items were mvestlgated
dulff 5t @@g}mes and’t th% )fé’suM&re protest and illicit activity occurred in the pre-event
pha@é@g ﬁiér%a gs than océﬁ@yg d‘ugﬂgqfhg Plymplc events.

g 5. O 4
22. The 2006 ﬁ%@fmbgr %@1&; in Ita‘ly also ‘Hvolved dissident protests and direct actions
mounted by re:sfd@niﬁq eiivy 1ot n‘féfhs g, and extremists. These protests involved sabotage, land,
and construction site 6‘%14@6614 gt@v@ad%kqgks targeting a large road and rail expans1on
between Susa, Italy, and Lyg%{‘{ Frafice, 4;(1@&,;5140 the Olymplcs
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23. During the torch relay just before the opening of the Qﬁi@%‘éﬁﬁﬁ{){% pic protesters
managed to disrupt the relay and at times took céntrol of t’ﬁ@&@g‘}fﬂ‘ﬁp& ﬁ@ggg‘s able to stop the

¥ St WY e y e ®
Torch Relay or the Games, but protestors ma@@%{{v)\’ﬂ%g the cf&s&ﬁtﬁ%@l}ﬁh’p&gjorch Relay
. . w oy - S, eyl - xi \
dozens of times, forcing route changes. "5?%%1«1;@1 PRomlE g PRagthy f;f’ Ty
’ Mgy Eopy Rs Ty 7

5 y“lf/‘yr.\
; . e/ ShA A Vm,
24, Organizers of the Turin Games were concerned about;I % r%t@g@% aka sult ()Cff’the ](1:;’1?

12001 G8 Summit in Genoa, Italy, which was marked by Vfoﬁ@h:t:&lé%‘ﬁg ﬁé&tge‘if’f sy‘,gurity forces

and thousands of protestors, resulting in one protestor being shot ﬁ@;j@ﬁ&l b}' E%@él"ﬁ@%@ the
wake of this incident, security forces were concerned with the threat po%}@ﬂ byjtdﬁé 1}(1 rarye
anarchist movement against globalization. Anarchist actions targeted major corporatm%s and
formed part of a wider series of attacks in Ttaly on McDonalds, Blockbuster, and other US
franchises. Concerns were further heightened by a series of attacks on national and regional
infrastructure projects, corporate offices, and Italian government buildings. There were up to 60
such incidents during 2005, and many involved improvised explosives that were intended to raise

_ publicity without causing injury.

- @%}r’ ‘Qﬁ? oS

25. Anarchist anti-Olympic profejgfk‘ﬁéélgp’ﬁ?&l ded into broader concerns and mass actions -
against a new high-speed, 'lwayglﬁ?re,g»inﬁtfé&. ow. as the TAV (Treno ad Alta Velocita).
Upwards of 50,000 peoﬁ@(’ﬁﬁ“@d&a march &gé}%ﬂﬁgj T AV, near the Italian-French border. Local
residents and environnf tall gts:g,éﬁﬁhla;ined aég"{@gib ‘%ﬁylré:ﬂm%tal impact and ‘unnecessary
expense’ of a rail tunnelbﬁ@%drﬁr@ﬁ@f %?@@};ps. fmﬁﬁk;}?ﬁi’i ! {fations were peaceful but
quickly led to clashes between policé: . f&fgj;;é&’ow y everﬁ@@'fiﬁé‘fs&;linked the TAV
construction project with the infragﬁﬁm@é@gﬁélﬁp@ggﬁif% , the Winter Games.

R, Ao, i S by,
26. Protests against the TAV and the Olyrnpiﬁgf'@/@reﬁﬂféhgf?%ﬁ}g’iore than 30 demonstrations
along the route of the Olympic Torch Relay. The torch acted @@@Sfdcus for protests involving a
variety of groups such as Campaigners for a Free Tibet and anti-globalization demonstrators.
This latter group has protested against the torch relay since the introduction of Olympic corporate
sponsors in 1983. At one location, more than 1,000 people formed a crowd in which
demonstrators mixed with family groups on a narrow bridge. In advance of the Torch Relay,
demonstrators studied the published routes to select crowded locations where there would be
little opﬁ%?@g%?{ﬁgéguccessful’ intervention by security teams. '

0N Sk

27. The 2008‘§ﬁ'§i§i§zg@ﬁ* ’tglgmes similarly proved that the Torch Relay could be a high-

prg?ﬁ,l;@ %%é d a ﬁléﬁ“@g@ﬁd&@f—#@%ﬁg@ concern as it passed through the many countries on the
rel&%““%e?%ﬁa’ris/,pumer&@/gﬁafébgg);;s? some armed with fire extinguishers, were taken away
by policé’%’%@zﬁ@h}%ﬁ?@‘g—ﬁbet f\y{@,q@gt&g,@férced authorities to extinguish the flame at least five
times, take to 3 %“Lig@?fmf b some stops- At ofhér times police used tear gas to remove protestors
laying in the rééd%n«é@!;e 70 %}ngsthe route. The relay through London ran a gauntlet of
human-rights demons’ﬁfﬁaéf? ﬁé;sgﬁfﬁ‘g@ltfﬁq police making 36 arrests on a variety of charges.
Thousands had turned out‘té‘sﬁf}ioteuﬁ Chi 5’/*3;1?51man rights record and clampdown on Tibet.
During the only North American leg of tHie4elay in San Francisco, thousands of demonstrators

prompted officials to change the route and the site of the relay’s closing ceremonies.
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The North Amerlcan Leaders’ Summlt Montebello, guebec
8 0] ’"‘C} “
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28. The recent North Amencan Leaders’ (NAL) Summxt/ilﬁ‘v@{}‘f;iﬁg%nada the United States,
and Mexico, held in Montebello, Quebec, in Au, t 2007"0?1’61: “:f i%ii’@ insight into the types
of protest tactics which the police may have togcﬁn th durmg) QN }5r Games. A

number of - activist and anarchistic @r@y fﬁg S éhe eveﬁ&%@ f@ ngé
advance of the meeting, the Canadian Embassy in Mkim,o i ys(a@@he site 0 fégg?

- activist protests on mining issues. On 2007 03 31, Molotov%ogl;f@ll’sé% ﬂfﬁgth.gpwn af'the Op

Embassy. There were multiple protests in TS %é«/ﬁ
2007 02 03 targeting the seal hunt as well as Canadian mining op@fhﬁt}en’sﬁh ﬁéﬁ

£ /'] w
VR, ey, Py

!
29. On 2007 08 20, demonstrations were held against the Summit at the main gates 1ﬁ§fgad of in

the protest zones or staging areas designated by police authorities. The majority of 800-1000
protestors were peaceful. However, approximately 50 activists threw tomatoes, rocks, and

~ taunted front-line riot police officers who intermittently used pepper-based dispersal gas to break

up unruly crowds.

Organization of American St%es’(@,AS) Summit - Quebec City, April 2001

:S/ “"‘C:“ '
30. The Organization of erlcaﬁ]f'S mlt convened in Quebec City in April 2001
Yy
saw the convergence o al You sf e{s=L 1t1mate rotestors from Ontario,
] ? k u
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33. Tear gas, Molotov cocktails, bricks, clubs and bottles were used by extremist protestors
against the police. One target of protest violence was the Canadian Imperial Bank of
Commerce. adherents smashed windows; Vet 1 ﬁfeﬂto ) parts of the interior, and defaced
surrounding landscaping. As a result of numerous vxolent mg;d%ﬁts, 486 people were arrested and

46 police officers and 57 demonstrators were 1n}ured Daﬁfag S’ tf“ie'notmg were estimated

34. Following the Summit protests, demonstrations 4£;
several c1t1es in Canada, the Umted States and Mexico,

by removing metal barricades.
The 1999 Battle of Seattle

35. Another example of a security breakdown at an international event is exemplified by the five
days of rioting that marked the 1999 meeting of the World Trade Organization (WTO) in Seattle, -
Washington. Demonstrator ranks were ﬁlled by anarchists, student activists, environmentalists,
advocates for human rights, uniotvmernd wers, anti-capitalists, and antl-corporate and anti-
technology activists. .

36. The tactics used by the extremist elerients’ re Vatied:
small groupings of ten or so people determmeéi’ ojjntetfere’

cases locking their arms together inside wire tubes or chalmng themselves to makeshift
platforms. Others opted for sit-ins. Several anarchists joined the sit-in, confronting a line of
police in full riot gear. Some protestors tipped newspaper boxes into the street to form makeshift
barricades and began banging on them with sticks. Other protestors came prepared with goggles
and gas masks and lobbed gas canisters back at the police. Additional protestors threw bottles
and othef, smafHﬁebns Sticks, boots, manhole covers, and newspaper boxes were used to smash
store wmdows: p?amdes were spray-painted with anarchist and anti-capitalists slogans.
Dam%g,e was’ %ﬂeeiéd_at cofporate icons such as McDonalds, Old Navy, and Niketown, accused

of envm’imnental destru,c't’f‘“‘ ~1h use of sweatshop labour. Looting by local youths not
s, with the'4 ;éfot ts followed.

0 Aee}daysj;;txttﬂe commerce was conducted in the city, Tear gas fired by
the police was frequeriﬂy ’Carfled By the Wmd into the ranks of innocent bystanders. At one point,
bus drivers and passenge?s Wexe Fote e ) a;baﬁdon city buses as the acrid fumes filled the
vehicles. Demonstrators responded w1t1’waleys of firecrackers, bottles, and debris. At one point,
many angry neighbourhood residents, some of whom had their homes gassed joined the
protestors on the streets. Some neighbours expressed anger at the protestors. According to media
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reporting, as a result of the protesis, the WTO talks collapsed with no major agreements or
schedules for further talks. '
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Introduction

1. This paper assesses the current and potential threat posed to the 2010 Winter Olympic Games
by domestic and foreign activists, extremists and militants. It examines recent
confrontational strategies, tactics and targets, and violence at previous Olympic Games and

past inteftation: al’events to anticipate actions that may occur in relation to the 2010 Winter

i

Opponents of the 2010
ohtlcal and social activists, primarily from the left-wing
¢ chave historically led to human displacement, -
“Vi@lence backed by powerful elites such as real estate

el

1deologlcal spectrum Th@ G;Imé&
environmental degradation, re’pressfz”)n -and
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government officials and members of the International lempl ‘-C;’ i x S

Games are to the detriment of the poor, the homeless, indigenion et)p
Vg £ (;,

3. Opponents further allege that the Games will transform Vancouver intd‘fan occupleeﬁ? rppllce

state involving the deployment of thousands of additional pohce military, and securify‘personnel

supported by enhanced security systems that may well remain in place after the Games. They

predict this “repression” and diminishment of civil liberties will be directed against anti-Games

+ groups and individuals and charge that this has already been the case with some anti-poverty, pro-

housing, environmentalist and First Nation groups in Vancouver.

4. Some corporate sponsors ef“the @ames are blamed for large-scale environmental destruction
and human rights violations. Thes@epqnﬁefs include, but are not limited to, McDonalds, Coca-
Cola, Petro-Canada, Trar;@ganada‘% ahd ‘I é“dlg Commco General Motors and General
Electric are denounced :fo; being ajor am{s ni Falti

5. Games symbols have already beéhfftasr efe”ﬁl,-sﬁw ‘" he"Qlyymplc clock Olymplc flag, corporate
sponsors, like the Royal Bank of Canada gméi/prdn’lotrl‘c}ﬁ gt vent%{ for example, the recently
concluded cross-Canada Olympic Spirit Train. Tﬁf&has%een 14 tlge orm of protests,
demonstrations, acts of vandalism, mischief, and threatening' ‘mtemet postmgs Anti-Games
actions have also included road, brldge and rail blockades, office occupatlons and arson. Calls
have also been made for economic sabotage, mass convergence, airport, ferry,

telecommunications and train disruptions, although these threats have not been acted upon.
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Activists’ Strategies, Tactics and Targets

8. Like in Canada, foreign protests and demonstrations against special events have and continue
to involve a highly diversified range of actions, incorporating violence or the threat of violence to
greater or lesser degrees, andivgryfn"iinﬂcomposmon and size.

10. In caﬁa@g, and a,broad a change in protest tactics and tone of language appears to be

occurring. Taéﬁé‘s @gﬁmgbus1nesses seen to be exploitative have involved confrontational

demcn%g ratlongwﬂ%éfﬂc @a@%ns and low-level criminal damage. Social activist extremists now

seehl,t;o B@zfgpusmg oﬁf:mg}wé;@}@ ragher than just corporations and their infrastructures. In

corijuﬂ_@}%oﬁ th/t}u% there l’fa’sﬂgsén r;z9sed naming of public and private ﬁgures in

numerous’ ffmﬁmet p?stnggég whlch izgl%\mn@ all for violence. This can also be seen in the lyrics
ket éﬂds :

“of some punk ,50'

3103(23/41)
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13. The British experleﬁéﬁylﬁﬁ@greme fe %ﬁ-f@,smsts anti-globalization, stop the war

coalitions, anarchists, réﬁmg’%@mo&pentahsts‘”pe,agé"grouﬁsm animal rights groups has been
widely covered 7y \ %

»..c(.,

14. Like other countries, the Internet lnvthé Uqlfedklﬁ(lﬁ@dgg{ (UK) is used extensively to organize
protests, post comments, and to mobilize protesf%,/lat %fmes eppfront authorities. A significant
number of the British groups have demonstrated a w111mgnes§ to:attack the police or to breach
police lines. Demonstrations and direct actions marked by mass dlsplays of placards have often
been precipitated by the visits of unpopular heads of state. Like Canada, some cross-over and
shared ideology between anarchist, anti-capitalist and environmental groups is demonstrated.
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17. The 2000 Sydney Summer Olympics was marked by numerous*iatp Stgxabﬁadgmoﬂtgatlons

Web sites, protest marches and direct actions figured prominently in disstlent ¢ cﬁ’mﬁg @tﬁsﬁﬁgamst '
the Games, targeting Olympic sponsors Shell, Nike, McDonalds, Westpac Bank as w@b@s the
Sydney Organizing Committee for the Olympic Games. The climate for protest became more
hostile as the Games approached. Like the Vancouver 2010 Winter Games, global corporate
power and globalization figured prominently as targeting themes. Daily protest rallies as well as a
program of forums and workshops were also conducted. On September 15, the opening day of
the Olympics, several hundred people participated in anti-Olympic protests in Sydney, far less
than organizers anticipated. Kﬁl],y sftes ,were heavily policed. The Australian police reported that
during the 2000 Olympic period nd&i)e;n S e)gyjoded although 37 bomb threats and three
chermcal/blologlcal/radloleglcal threai;s Weﬁe maﬁ}a%ed Nine suspicious items were investigated
during the Games and tﬁrﬁe hoax p z"@t,fa,gd’ dlligit act1v1ty occurred in the pre-event

phase of the Games thair ggétf : rlng th; OIymp‘ ' Ry

18. The 2006 Turin Winter Games 1rf~1t ais_f ,,;ﬁifai\ced d1551ﬂent b’l’oﬁgsts and direct actions

mounted by residents, env1ronmentélﬁsrzsI ﬁ’nd,@ktﬁmyé& These protests involved sabotage, land,
and construction site occupations and roaﬁblmlgé targétmgp afge road and rail expansion
between Susa, Ttaly, and Lyon, France, related tdthe Oliymp '

19. During the torch relay just before the opening of the Games anti-Olympic protesters managed
to disrupt the relay and at times took control of the torch. No one was able to stop the Torch
Relay or the Games, but protestors managed to block the cross-Italy Olympic Torch Relay dozens
of times, forcing route changes. h

20. Orga{m@rs 6fthe Turin Games were concemed about local protests, as a result of the
July 2001 G8 S‘nmmr? m{jenoa Italy, which was marked by violent clashes between security
forces,:qnd thoﬁﬁ“an&'s‘@f o’t%sjers resulting in one protestor being shot and killed by the police.
‘ﬁ&egwaké of this 1n@ de,n’t" Sé(;y%’;“it%forces were concerned with the threat posed by the Italian
anaré@sﬁm}fgmént & ainst glapaflzat@n * Anarchist actions targeted major corporations and
formed p’aﬁ*ﬁfof' &@}J fﬁ@r}\es of a“téoks in /I;,q;y on McDonalds, Blockbuster, and other US
franchises. Coneema W’er@ ﬁ‘lfther helglﬁededvf)jﬁa series of attacks on national and reglonal
1nfrastructurelff>f‘0jg,cfs i@or}ﬁﬁm‘ejﬁ@s, and Italian government buildings. There were up to 60
such incidents durmg @QS/‘andz Q;anyugvvtyed improvised explosives that were intended to raise

fff& i

publicity without causing mjm‘ry { ﬁ
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21. Anarchist anti-Olympic protest actions blend’é’@ nt@hrpiﬁder .concernﬁﬁncf rﬁas ae
against a new high-speed railway line in Italy known'’ é/@tthAV Tre
Upwards of 50,000 people joined a march against the TAS{ p@qr gﬁ/elxall 2]
residents and environmentalists complained about the enwronfmma}:lm actiar [ Lmnecessary
expense’ of a rail tunnel blasted through the Alps. Initial demonstrﬁtf@:r» Wi éabeﬁll“ but,
quickly led to clashes between police and protestors. Several activists linked the TAV

construction project with the infrastructure development for the Winter Games.

22. Protests against the TAV and the Olympics were manifest in more than 30 demonstrations
along the route of the Olympic Torch Relay. The torch acted as a focus for protests involving a
variety of groups such as Campalgners for a Free Tibet and anti-globalization demonstrators. This
latter group has protested agamst the@ggch relay since the introduction of Olympic corporate
sponsors in 1983. At one locatlon m@r,effra:gl 1,000 people formed a crowd in which
demonstrators mixed with amlly gfe:u,p@, ona ;}affow bridge. In advance of the Torch Relay,
demonstrators studied tH@, Bthhed routes’to @e’feg “”%)w,d,g, locations where there would be

little opportunity for suCCess{fUhn;eng_tign bywé*é ]
P Lj}’{’a k i

o}gcq tha @TorchiRelay could be a high-
profile target and a major secunty-r%latgd‘édrtcé}ma;a it passed through the many countries on the
relay route. In Parls numerous protestors; 'S%ame armeﬁk W h fite e)gtmgulshers were taken away
10, exﬁngulsh the flame at least five
times, take to a bus, and sklp some stops. At other times polﬂ: M_sqed tear gas to remove
protestors lying in the road in an attempt to block the route. The relay through London ran a
gauntlet of human-rights demonstrators, resulting in the police making 36 arrests on a variety of
charges. Thousands had turned out to protest China’s human rights record and clampdown on
Tibet. During the only North American leg of the relay in San Francisco, thousands of
demonstrators grompted officials to change the route and the site of the relay’s closing
ceremoniés,,,

The ,Nfgirty Ameﬂeaﬁfteia&s’h Summlt, Montebello, Quebec
- “’i/ “";«h o e :
24; W‘th 5 X éNo;th Amené&m@fadeﬁs!“(NAL) Summit involving Canada, the United States, and
Mexico, ﬂél”g’r,ﬂ%@f eheil Queb @@Ayn Auggst 2007 offers additional insight into the types of
protest tact1c§ w‘hi’eh tﬁmpqlldé%@y have‘tfb cofiténd with during the 2010 Winter Games. A
number of %fe?tw;é“fmpd a:’nagghlstlc groups protested the event. On 2007 02 28, in
advance of the meetlng," ﬁbe?Céhad)a?nfEfm‘béssy in Mexico City was the site of 'aggressive' activist
protests on mining issues. OQ 2007/@3 3f‘M®lptov cocktails were thrown at the Embassy. There
Cogg

7
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the protest zones or staging areas designated by police authormes The; ﬁfij ,f%fJSQ@-fi Q,QO
protestors were peaceful. However, approximately 50 activists threw tom’aftoes TOpﬁs, 3
taunted front-line riot police officers who intermittently used pepper-based dispersal g&féito break
up unruly crowds.

Organization of American States (OAS)VSummit - Quebec City, April 2001

26. Tear gas, Molotov cocktails, bricks, clubs and bottles were used by extremist protestors
against the police. One target%f PR _ protest violence was the Canadian Imperial Bank of
Commerce. , adherents sfm@s dmu\dows set fire to parts of the interior, and defaced

surrounding landscaping. ,@g a resuI%@@{ihnﬂerouﬂs#vwlent incidents, 486 people were arrested and
nitived. ﬁama,ges from the rioting were estimated

between $50 000 and $¥@Q,{Q§9O 5

VA
27. Following the Summlt protests,de;

ﬁstpéﬁéns @ﬁ sollcYaﬁty “wefeheld in early May 2001 in

several cities in Canada, the Unlteﬁﬁﬁqéaﬁdmé@nﬂo h@ta,bly in Ottawa Montreal, Quebec

City, Chicago, and San Francisco, and in frGa,¢ p ﬂTe/Q‘ar'(a Embassy in Mexico. The purpose
of these was to call for the release of those arreséed;duﬁhgi ¢ Sl;j nmit. In Montreal, a
demonstration by 150 people took a violent turn, when demohs
by removing metal barricades.

LR

rators confronted police officers

/ The 1999 Battle of Seattle

28. Another example of a security breakdown at an international event is exemplified by the five
days of r{‘éftn}g fR%marked the 1999 meeting of the World Trade Organization (WTO) in Seattle,
Washington. lﬁ 1) %ﬂ‘at@; ranks were filled by anarchists, student activists, environmentalists,
advoggtes for ﬁuman i§ht§ u‘q;%&members anti-capitalists, and anti-corporate and anti-

O”

\E.a

techn&ﬂqéyf a;stmsts

Jf‘

A ,p»h}“

¢ faa “’mﬁ ~ L \’~ / 7
J‘)’@*”e}}ﬁs f)henegv?@rgused 167alc pggxlmers to mobilize their forces elsewhere or
summoned the Iﬁed “sz@.@yérx&/gew uni‘a dmg event.

i~ hwu s
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small groupings of ten or so people determlneﬁft Ef 53 W’@@he me gs mpgﬁsmf direct
action — stationed themselves in major downtown mf ggb I)%ﬁﬁd\\the meefﬁn’g /s@e@;, #i) some

cases locking their arms together inside wire tubes or chalglng@g%&} ’m%xpakes}ﬁﬂ platfms.
Others opted for sit-ins. Several anarchists joined the sit-in “c@mf&p‘ﬁ’ﬁng mrphce in full riot
cddes and
began banging on them with sticks. Other protestors came prepared with’ Yogg es(a,qlg%”as g)nasks
and lobbed gas canisters back at the police. Additional protestors threw bottles and othégsmall
debris. Sticks, boots, manhole covers, and newspaper boxes were used to smash store windows,
and facades were spray-painted with anarchist and anti-capitalists slogans. Damage was directed
at corporate icons such as McDonalds, Old Navy, and Niketown, accused of environmental
destruction and the use of sweatshop labour. Looting by local youths not initially 1nvolved with
the anti-WTO protests followed.

JN

Res
30. Towards the end of ?bgﬁ'@gdgy, son?emgfgl%mggmﬁg block a main intersection with burning
dumpsters. For three d%?sp QIrce was'c vf&éd,llﬁzﬁ@gty Tear gas fired by the police
was frequently carried by t 9&% lﬁ?@;f?e»lfaﬂks of finte] ﬁhders At one point, bus drivers
and passengers were forced to aban,dfm @9 l@ﬁé‘é ag.the acrid: “ibm(géfﬁiled the vehicles.
Demonstrators responded with volf%ysnp %’&f{tﬂes and debris. At one point, many
angry neighbourhood residents, some of QH@@ 1p§§!@@@€&gassed joined the protestors on
the streets. Some neighbours expressed anger at’@k% pré‘ﬁ‘é@to ::@gc’ordmg to media reporting, as
a result of the protests, the WTO talks collapsed with no majos: a%gréements or schedules for
further talks.
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Introduction

1. This assessment provides a general overview of tﬁ‘re@ s ﬁ‘g@, terrorists and extremists to

Canadians and Canadian interests. New information is co’ﬁtam% Sifythis report, since the

previous edition (ITAC 08/158) was issued on 2@&8 l l llf % ifte }ﬁéﬂgg cut-off date for this
K..é i'

assessment is 2009 04 15. ‘%gﬁ > Uy,
s ” l"'&rlw@;’f‘?[‘a
. : " W,  ACy M
International Terrorism on T
A ﬂ«g{iﬁ;;’*ﬁf&/ﬂ‘
. L7 fo
Al Qaeda and Affiliated Groups g Ope /
Pt ol
. . . . . . Agl /"t: k;frf:;f' {‘:J E ~ s:jf
2. Al Qaeda (AQ) and its affiliates remain active mternatlonally, On SUr Sy,

Establlshe(f ﬁf@@% by
Usama bin Laden (UBL) with primarily Arabs who fought in Afghanistan against the former
Soviet Union, AQ’s key objectives remain the removal of Western influence and presence from
Muslim lands, the overthrow of regimes it considers “non-Islamic”, and their replacement with a
pan-Islamic caliphate. On 2009 01 14, an audio message by AQ leader UBL also denounced
Israel’s military offensive in Gaza. In an audio message released on 2009 02 03, Ayman al-

Zawahiri, AQ’s second-in-c contlnued to speak critically of the conflict in Gaza,
blaming “Western collaboratior” fm;s,upﬁ@l%mg Israel.
«*‘%rﬂ E;‘

3. As aresult of global g Lﬁtte&erron&ﬁ&gf ﬁ@&@égr&mues to sustain the loss of key leaders.
Over the past six montfh ’ﬁ}.&;@l@ States ds“ 5& A6 véﬁ@;,AQ leaders in an intensive '

campaign of Predator m@ﬂ@ ’*I’ong; e Afg kﬂﬁt rPakis 1§tan border. On 2009 01 01,
Usama al Kini, AQ’s chief of Oﬁéi'@tloe}l?éi@ Kistan, an ’l‘ﬁsheﬁ t, Sheikh Ahmed Salim
%

Sweden, were killed in a missile stﬂke akag} ~3 by W%used for ex losives training. Both men
were allegedly involved in the 1998 b(}fﬁb g @i &@%%tates embassies in Nairobi, Kenya,
and Dar es Salaam, Tanzania. Al Kini, a Ker(gﬁ ‘fft@ga /"Whpge/xglwen name was Fahid
Mohammad Ally Msalam, was also linked to the Septeﬁbeﬁ@ﬂ@@“ sar-bombing of Islamabad’s
Marriott Hotel, in which approximately 60 people were killed ‘and over 280 i injured.

4. Although AQ continues to call for and plan new attacks, international counterterrorism efforts
have disrupted attack plots and led to numerous arrests of individuals linked to the group. On
2008 12 03, two Moroccan nationals suspected of links to AQ were arrested by Italian authorities
for allegedly pij%rmmg bomb attacks against Milan’s Duomo cathedral and other targets. On

2008 12 f éﬁt@ghce arrested 14 individuals with links to AQ after intercepting
mformatlon t-&p_ggg@t su1c1de attack. Although the intended targets of the attack are

unjg ﬁu} the arrests g;ou% % &y«gth the December 2008 Summit of European Union (EU)

els On lgelpfle allegedly linked to AQ were arrested in a series of
pollc hd ﬁ? Sp ish cnfqgéfd f ﬁat t‘r@:and Valencia. Indian, Pakistani, and Nigerian
nat1onals frgy i ividua sﬁ““whq %e,ze accused of forglng passports and other

documents. On?& Oﬁ,‘;g érﬁegl secur[ty forces arrested six individuals linked to AQ,
thwarting a plot to’ W@t g\s’elﬁges ttacks against foreign interests in the country, including
oil facilities and tourist gﬂlﬁﬁ'\ oy I,%., Ve /p; «O;

"ﬁ‘ ‘w\ é;
5.In September 2006, the Groupe salafist pé“hr le predlcatlon et le combat (GSPC), an Islamist
extremist group based in Algeria, publicly announced its merger with AQ. The group, which
changed its name to Al Qaeda in the Islamic Maghreb (AQIM), is widely regarded as the most

2
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dangerous AQ-affiliated group. Both AQIM and AQ have used the merger extensively in their
propaganda. While AQIM continues to target the Algerian government, the group has expanded

. its target set to include Western and other foreign inte) f?fi@ orth Africa. AQIM has employed

attack methods such as suicide bombings, armed assaults’atid & diggppings. On 2009 02 17,
AQIM was holdmg two Canadian diplomats whgjﬁ1sappé§3g&mt é?ﬁ@:;,ver on 2008 12 14
while on a UN mission in Niger. Although thedg@zgmm subseqﬁ“gn} ?wke/as‘e@%March 2009,
the two Canadians remained in AQIM captlvftw,m{ﬁ thgf e‘i‘fd gf the reﬁ@tﬂn/g‘ptﬁé’ééa{gng with
four European tourists who were kidnapped in Ma ﬁjfimg §ﬁl§&. AQIW ,fij eniapded
ransom and the release of imprisoned members of its gro e{;(’ ¢ for, the hoét’a‘ges F”ﬁ
(Postscript -The two Canadian hostages and two European h%%%& femﬁéé@ed on

2009 04 20). s Ly, SR ;

Homegrown Islamist Extremism

6. Homegrown Islamist extremists — individuals who are indoctrinated and radicalized into the
violent ideology inspired by AQ — remain a threat to Canada. There are homegrown Islamist
extremists present in Canada who support the use of violence to achieve political goals, and who
are motivated by perceptions that Islam is threatened by Western policies and culture. These
perceptions are fostered, in pa b;;@,}.slamlst extremist ideologues, whose messages are readily
available on the Internet. The ﬂ:f Pﬁb@ é’acﬂltates the recruitment of extremists, and has
become a key tool in the glannmgi@;gﬁﬁlg}ﬁg? gn/d executing of terrorist activities.

7 L (o wu

7. Counterterrorism eff%‘f‘:3 h{gve &ﬁﬁuipted pléﬁ&byf ﬁog;egméyn extremists in Canada.
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9 Eéﬁ%@ Ballal? %m%r@ane gf;@ie most capable terrorist groups in the world.

Formed in Iil o the Qfaqk\ﬁﬁf@/s{bon of Lebanon, Hizballah is ideologically
1inspired by the Ii //‘ @l}igtﬁmand the teachlf?gs of the late Ayatollah Khomeini. Hizballah,

whose primary 4 tﬁe S, is committed to establishing a Shia Islamic state in
Lebanon and removing é‘ﬂr /%’ ées»/from the region. The group is closely supported
by Iran and often acts at its be Wg}so acts independently.

10. Following the 2008 02 12 assassination of Hizballah leader Imad Mugniyah, Hizballah -
threatened retaliation against Israeh interests around the world. In January 2009, media reportmg

3
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indicated that Israeli and European intelligence agencies thwarted a possible Hizballah attack
against Israeli interests in Europe. In February 2009, Israeh 1ntelhgence warned citizens.
travelling abroad to beware of Hizballah efforts to ei’t’h\ /a ct.or kill Israelis outside the Jewish
state, and advised that any planned attacks would hkely t ©R the anniversary of
Mugniyah’s death. In a March 2009 speech celel? tmg the@mﬁ&@ At h@ rophet Muhammad,

Hizballah leader Hassan Nasrallah reaffirmed thag | %p%lg will & 'nzéyef r@@ggﬁ 5srae1 s right to
{ s O, A0y TRR 5

é(’.‘

exist. w»»

Hamas

,12. Hamas was formed in 1987 at the onset of the first Palestinian uprising, or Intifada, as an

outgrowth of the Palestinian branch of the Muslim Brotherhood. Hamas uses both political and
violent means to pursue its goal of establishing an Islamic Palestinian state in Isracl. The group’s
military wing conducts attacks, including missile strikes and suicide bombings, against Israeli
civilian and military targets in the region. In January 2006, Hamas won a majority in Palestinian
Legislative Council electlonsf;gndlxng a 40 year political reign by Fatah, the party of the late
Yasser Arafat. Since taking over)k’ey ‘:ﬂﬁggman Authority ministries and asserting control in the
Gaza Strip, Hamas has re- engaged@g: l}ia%ﬁes@ye campaign of missile strikes against Israel, as
well as inter-factional vi ?&t@g gainst hies b’e‘ﬁs oflﬁ“aga(l} On 2008 12 27, Israel launched a
military offensive w1tha:; § abj %ct‘ﬁqggof endlng I?e’f/,qttz{bﬁgfgrom Gaza. The campaign, which
lasted 22 days, devastated'fiey @a@zﬁ g%x}gl clalméaqtl}eh’(es gf/apprommately 1300
Palestinians and 13 Israelis.  ~{g &7 Sy _;f Noym O

/“!! (‘;{;/\.&éﬂ:’?\ ,7“' K v
13. The Israeli offensive in Gaza drewAfﬁ hﬁ}g;y‘ﬁfotgsters around the world, including
in Canada. Foreign Affairs and International Zﬁr’&d ﬁ!@@wé’es/agamst all travel to Gaza and
the surrounding region, as it continues to be affected by sé s {idlence. The travel advisory
also indicates that Canadian consular officials have very 11m1te<f “ability to intervene on behalf of
Canadians who choose to enter or remain in the Gaza Strip.

~14. On 2009 01 07, the Government of Canada (GoC) announced a contribution of $4 million

through the Canadian International Development Agency (CIDA) in response to the
deterior. bwamtanan situation in Gaza. This contribution is part of an ongoing commitment
by the Got tb:@ r1an assistance for Palestinians in the West Bank and Gaza. Canadians
é gaged in the region on behalf of international humanitarian
orgaft atkons sim;te tgi 9/180r1es some Palestinian Canadians may choose to travel to
Gazél’? jsgt”ﬁ@zly menih E@! /,4 ﬂfﬂ B N
: s .ﬁm Uf\ 'q:?s hi@

’.m w,'\" £ 4 "
r‘ta’[:; qj\ CF} YS 1‘4;‘\ ] IO;I\E “ ;51"‘%:3 5

w.ix’“‘

Y.
4l’jfi{:>;’ 4

Liberation Tigers of Tamil Ee/y am ﬁPE) '”j?ﬁ‘

16. Founded in 1976, the LTTE has been, unt11 recently, a powerful Tamil militant secessionist
group in Sri Lanka whose goal is to establish an independent Tamil state in the island’s north

4
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and east. The LTTE began its insurgency in 1983. Since that time, it has employed terrorist and
guerrilla tactics, as well as conventional warfare. Although its exact strength is unknown, prior
to 2009, the LTTE is estimated to have had an elite "C&dxe efcj@;QO to 7000, with thousands more
fighters. p ‘:r” "%@q“&‘% D o
Fogs e O S

17. The LTTE also continues to pursue procuren@nt%%other suﬁpg#ﬂéﬁryflﬁes/%orldmde The
group exploits its international contacts and ﬁaﬁ%e T éu;ﬂﬁlaspgra in a’ ;E(yrope
and Asia for fundraising, weapons procurement and’iﬁd? ag‘é{;d\y QQw1t1es fﬁ;flf ua 6
three Toronto-based Tamil Canadians pleaded guilty in a‘N@wﬁYr) 6ﬂgg@ﬁm5t% consﬁ‘iiacyif (o)S
-provide material support to the LTTE. The suspects were f:augf r(é’g ﬁﬁtmg th@]gy chase of 10
Russian SA-18 missiles and 500 AK-47 assault rifles for $900 g

Sy
18. Especially since J anuary 2009, Sri Lankan government forces have made major“gagi%s in their
campaign against the LTTE, capturing most of the territories once controlled by the group.
Despite having sustained significant losses in recent months, the LTTE has continued its
insurgency in Sri Lanka. On 2009 02 19, the LTTE carried out suicide attacks using two small
aircraft, each carrying over 200 kg of C-4 explosives. The first plane was intercepted by anti-
aircraft fire and crashed into the main government tax office, killing at least two people and
wounding over 50. The second. lag% was shot down and crashed in a marsh near the airport.
Authorities indicated that the 1@@;{%6& were the Sri Lanka Air Force headquarters in
Colombo and an airbase at the Bafidaran ﬂ(ﬁ:ﬁigf?matlonal Airport in Katunayake. On

2009 03 11, at least 14 g pie&gere E%ﬂéd J%p&fox tely 35 injured in a suicide bomb attack
in the town of Akuressaﬁthpg ‘hfthere was o li“iﬁ:r« féépf@nmblhty, Sri Lankan authorities
believe the LTTE targete fsﬂy ﬁmmeﬁg 1mste1‘sffw < wierg éétsndmg an Islamic holiday
celebration. Sri Lankan Post q@ uhfﬁatlons 1ﬁ1&tegfl@[ 1da Wijesekara was among
those injured in the attack. On 2009 g} *1«24 ?IS;LTE leaders — Financial Division head
Ranjith Appa (also known as Tamilend “S@@ ({Fi’ﬁ&m&ﬁg %tack craft leader Salliem — were
killed in an artillery attack by government fol‘ées eﬂ ?é!p@ﬁtufgdmdlcates that Tamilendi was a
close confidante of LTTE leader Velupillai Prabh caran. Th@g,ggolng military campaign by Sri
Lankan government forces has substantlally degraded the LTT€ 3 mllltary capa01ty and
significantly reduced the group’s area of operations.

19. In several countries, including Canada, pro-Tamil protesters have urged their respective
governments to pressure the Sri Lankan government to negotiate a ceasefire. On 2009 04 13, a
small gr%@ ﬁgotesters forcibly entered and briefly occupied the Embassy of Sri Lanka in
Oslo, N y’; Of‘a h the incident resulted in property damage no injuries were reported.

)

‘fé,,
L“SSH\ ’%’@ kﬁv

l/g y “:\ /r-}!fw .
Irish Repu%tg &‘mgﬁ g G"V’,{g,\,ﬁ!’lf’iﬁ

PN <7 §7 Q{'_, L 5" Gf
21. Since its formatt géfﬁsgh% @ltagdestme armed wing of the polmcal movement Sinn
Fein, the Provisional IrlsﬁB@ %’lﬂyy 1! Azgn #(PIRA) used violence to pursue its objectives of
removing British forces from Northef and; and unifying Ireland. Following years of attacks
against British interests, the PIRA ceased {ostilities in 1997 and disarmed as part of the 1998
Belfast Agreement, which established the basis for peace in Northern Ireland. Dissension within
the PIRA over support for the peace process resulted in the formation of two splinter groups: the
Continuity IRA (CIRA) in 1994 and the Real IRA (RIRA) in 1997.

3103(63/01; ' 5
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22. 0On 2009 03 08, RIRA gunmen attacked an army barracks in Northern Ireland, killing two -
British soldiers and wounding four others, 1nclud1ng two cwlhans The attack was the first
killing of British soldiers in Northern Ireland since ﬁ'fé,;;l seﬁre On 2009 03 10, a police
officer was shot and killed as he sat in a patrol car in the t avon Northern Ireland.
The CIRA claimed responsibility for the attack. /@n 2009 @4@ afiep 1ve of the RIRA

stated that the group intends to carry out arme‘d@@ta,éﬁ&*m BrllamfaLs yﬁm 5t§ b@,x(ggalgn fora
united Ireland. - TEg 25 “i . ;

Domestic Extremism

Multi-issue Extremism

24, Multi-issue or special interest protest groups such as the Olympic Resistance Network
(ORN) continue to champion a number of causes such as animal rights, environmentalism, anti-
poverty and anti-globalization. While protest activities by these groups are generally peaceful,
multi-issue extremists (MIEsQ;/hav@ggl aged in activities that extend beyond lawful protest. MIEs
have employed direct action tac@it{s@ éflﬁgssroadblocks sabotage, vandalism, breach of security
perimeters and assault agamst se rsomngl, These tactics have been used in
demonstrations against @aﬁfm}gl and 1ﬁt‘émat1?h@r /g%r%gts held in Canada and elsewhere.

x‘i},{\ 4 e i ’rf“ e Edﬂ ﬂ l
25. The ORN, a coalltlon/?o%}%%ﬁj fft&‘@d antl-}n’ 87 ,S‘IS organizing its protest efforts
under the slogan “No Olympics ‘6hsSt l*em,y&tl'&" % Land”, thg‘e) ’s]pffchamplomng various other
causes. The ORN has encouraged»prpf}eﬁgr é\igg sion yarious prom%tlonal events leading up to

the 2010 Olympic Games. In Novemb&® 2 ékdr %)rotest in Vancouver against the ..
abuse of native lands, during which police ma‘ﬂ% §gv’ei‘g}§f‘ffe§;§ \ f:ze;
F\*“g a.,;
S

26. In April 2009, the NATO Summit in Strasbourg, France and Baden-Baden, Germany drew

large demonstrations which began peacefully, but resulted in rioting and vandalism. In

Strasbo &sters threw rocks and bottles at police, smashed windows, ransacked shops and
set fire ?f% ldings. Crowds of demonstrators attempting to join the mob from across the
German bordeg wéte §§é§@pack by French police. Although there were no reports of injuries, as
m@gfvﬁ@%ﬁ peop’r%SWejre Atgeste ﬁfg

;’53',13, »,q{g “;L‘.ﬂ }?"4:‘

x‘fll}': i“{l{é @igéyﬁggé

- Aboriginal Extremism' W‘? 7 \,f} 8y f‘f gy ,ﬁ Loy

:‘5
Laplirg
28. Over the years, members of the Aborlgf\ #al community in Canada have united in various
protest activities to raise public and government awareness of various issues such as land claims,
natural resources, social services, environmental concerns and self-governancef While these
protest activities have been generally peaceful, a small number of Aboriginal extremists who

6
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“support the use of serious violence have resorted to the use of direct action tactics such as

barricades, roadblocks, sabotage and vandalism in ogder Eg achieve their objectives.

Fn«\ N
29. Ongoing land claims remain a key issue for Aborlgu;ié‘i%’@,ec)%g %nada On 2009 04 06, a
land developer in Hagersville, Ontario, was granted an injufig oﬁf gains étél}atlve protesters who
halted work on a contested 2.4 hectare lot w1tﬁmf,<§he disputed Halds ﬁnd@iﬁ;ﬁtjﬂ 516 ruling of the
Superior Court of Justice stated that the devel%ﬁe(z J‘éﬁ% ’@mg;man ang %W&a"ge f?d;j, had a
strong case to show that it legally owns the property’ WI@? myup;pt@agg;ves ‘the véié’)“pgf,‘and its
designates the power to use “reasonable” force to stop or i?emp(\; fﬁeﬁﬁéssefs fromﬁfé ?propé‘vw

- An Aboriginal representative designated to speak at the pféé@@d&ﬁ@@feﬁ@yys X wgmed of conflict

between Aborlgmals and provincial police if the injunction was gifﬁme «’i O g ; C:,a ,& {4 Lo
A
V ?’n
30. Some Abor1g1nal groups in Canada have strongly opposed the 2010 Olymplc G%:ﬁkes
Although the National Chief of the Assembly of First Nations does not support any protest that
would disrupt the 2010 Olympic Games, some Aboriginal leaders have warned of the use of

- direct action tactics in the absence of s1gn1ﬁcant progress on issues such as poverty and land

claims.

)

%)Q I, ‘ Lj{:;i?q
0, Iy
,ékii oA V@UQ’QE} -
g OF 7Y o
&/, Visg T I SIS
Right-wing Extremzsm,ﬂz,{: %i M W@,m Yl ""ﬁ"}
Ao, R0 T o ay, Ay f*&‘

32. Right-wing extremist groupégﬁ@ngl @q},ﬁ‘eﬁm anadU’ %}r@z @ggrd for example, continues
to promote a white supremacist agelgda( Jdo 60“% @pprox1matel§ 50 members of Aryan
Guard held a march in Calgary commé 0;?4\ lfi%ie ‘World Day”. The group’s
members, who concealed their identities andB: jéki@ “placards emblazoned with
racist slogans, were confronted by over 400 people suppo‘rtﬁ@&ﬁfe&?algary chapter of the
Anti-Racist Action (ARA) group. Fighting ensued, as individual§ on both sides threw bottles, -
rocks and signs. Police arrested three people, and at least two people received minor injuries.

o i‘&/ ) O gg 5
Eg;g-lssue Gyﬁgepn%g ffévdrom traditional right-wing extremists in that they seek to
(sp fﬁp,?lssues tﬁ fé’o@gldespread political change. Single-issue extremists
con i% @@ix;;use Vlﬁ"ehc;e a% {fpi@rsons and property to intimidate or coerce

governmen ﬂp chang ‘Hh 5%&1} es and behaviours towards issues considered by
the extremists4o, ‘?é?plzelr causes. Ovbr the years, disaffected environmentalists
around the world H& B&c f extremist environmental groups and movements

gﬂﬁgﬁfr éefpublxc safety.
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36. In November 2008, pohce in the UK warﬂéd;%té’fh@ ‘@\a thr we éﬁf%o’ﬂté;:r  Officers
of the National Extremism Tactical Co-ordination Emm v Qﬁ?@ omgl % R r of the
activities of Earth First!, a group whose supporters behev@ ﬁm, e’%lup ile Eart population
by 80% will help protect the planet. Earth First!, an umbélliwggc(m ‘aﬁumber of
environmental movements, has claimed responsibility for a sene’i‘ﬁ mﬁm% r@gent
months. iz Ony Uf} ’%‘ R

GC;{;‘i §

37. Canadian authorities are investigating recent incidents of vandalism for possible connections
to environmental extremism. From October 2008 to January 2009, a series of four bombings
were carried out against Encana Corporation facilities in the Tomslake area near Dawson’s
Creek, BC. On 2009 01 10, two Molotov cocktails were thrown at the Edmonton home of a
former president and Chief Operating Officer of Syncrude Canada Ltd.

'f?f 3 FJ[CE}O ™
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38. Environmental actw sfP %éeenpeace’fhfas\ T@b,z; é‘t}ﬂ@;i to the use of direct action tactics

in Canada and elsewherelfﬁ th?erpgts aim ”@ OZQQ k2, Greenpeace activists
blocked a main gate at P1cker1né~\l\hl§?e§b$‘}ahﬁ@, 0 dema‘?{dqgh'gﬂﬁu@lear energy be replaced with

a cleaner energy source. Three of tsh msglves to a ﬂzﬁ)bed truck carrying a large
caricature of the Ontario Minister of ridg Ebﬁdﬁgaéé{ 1ng “Don’t nuke green energy”. A
Greenpeace spokesman at the scene expressed?ZS ep“l;ss1ble replacement of the

Pickering Nuclear Station with non-green energy L ”*
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40. The threaﬁ@ @ o af A;,‘gne Wolf” — an individual who independently plans and carries out
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Threats to Critical Infrastructure

43. Critical infrastructure refers to physical and 1nfdizﬁ19 fgﬁ@ecgmology facilities, networks,
services and assets that are critical to the safety of Cana :ﬁf@ el as the operations and
continuity of the country. Public Safety Canada has 1dent{ﬁ%§ci O’wé‘e(;tpféf o natlonal critical
infrastructure which, if disrupted, would have%erlo‘ﬁg impact (o (th%ﬁ , security or
economic well-being of Canadians or the eff&3 ﬁvg(ﬁ‘aﬁgt ﬁmg f gov eﬁi«n;z/en(t@m é’éﬁhaga They
are energy and utilities, communications and 1nforma’tign ?é@npfdgy, ﬂnancy?hegﬁﬁqa}'g food,
water, transportation, safety, manufacturing and governm%f .?‘/,“j Ve %j" b Ak,f?ké Og
g SN ING,
44, AQ and affiliated groups remain the greatest threat to Canadia‘ﬁfer}drfgyi @&st}'uétuge abroad.
AQ continues to support the targeting of global oil interests as a mean{ Yfhay ‘t
economy. Canadian energy infrastructure abroad has also been targeted by 1nsurger§cf' sdnd
1nd1genous crlmlnal clements, particularly in Nigeria and Somalia.

45. Canada’s transportation infrastructure is highly developed and critical for mamtammg
national economic strength a exte;gdmg market reach throughout North America and beyond.
Aviation remains the primary taréég tiiernational terrorist groups, despite enhancements to
aviation security by many countriégsi 68 ¢ @tgaeks 0f 2001 09 11. Surface transportatlon,
particularly mass transi, 1 Qﬁfhg\mode fa pﬁgt hI st successfully targeted by terrorists

-and extremists worldwi ”?Sh} ?leres(ts it ’%@,3:aggeted by pirates in the Gulf of -

Aden and the Straits of l\@law;/a Oy, o St N% g, "35

Tt
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&
46. Communications and information technoi%é,@ % %lee.o/rnmunlcatlons broadcastlng

~ systems, software, hardware, the Internet, and other netwérﬂgﬁ'gﬁ@sector of critical
d

infrastructure faces the threat of cyber terrorism, which is defined as a computer-generated attack
against other computers or computer-controlled systems by an individual or group acting
independently, or via a compromised communications network. Cyberterrorism can include the
use of information technology to organize and execute attacks against networks, computer
systems and telecommunications infrastructures.

o, ~
RO L ?Sf?@{;@n
"(‘i %Y é‘; .\

"?(’ &3 m.\ 3
47. "[%‘E Vernm‘gfft?s t@eﬁ@é@aga ) crltlcal infrastructure comprises government serVICes
faqﬁt?e% ﬁf@q@%tlon net'ﬂw,egk‘D { la§se V/a;‘;d key national sites and monuments.

0 /i( 'r/]’“ h .
fﬁ”m iﬁc?yfc’%‘g‘ £ ) ‘@’1; ?AA‘
“‘*«.1’“ e *"'}fv gL“""v’ ,'/% Acr Yop
f

48. AQ and other %Fan? 3&?@ ﬁfa!ted the intent to carry out attacks using chemical,
biological, radiological E@ﬂ&f@;éd’l@@ @B)Blﬁ§ Weapons
afe
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Act il"‘pl;l 14%9 ce may a t &ﬂﬁ‘b provmom of the Canada Evidence Act. The information or intelligence

must not b él te u’% ce wnthout p nsﬁ the Canadian Security Intelligence Service. Because disclosure
of this documen}dzlfgh 1;@);5 to gl secunty ECanan&aﬂﬁSecumy Intelligence Service objects to its disclosure before a
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2010 G8 SUMMIT: THREAT OVERVIEW
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G8 Summibei ﬁ@h%d in Hurfﬁs;v,,ir@;%rﬁm from June 25-27, 2010.
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R
. G8 summits havév’ﬁesve’lféhe@n%’é target ﬁ‘kﬁﬁmﬁl@/@&l terrorism but have
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Introduction

1. This assessment provides a hls;gi%rcai,@grfs@gct}ye of the G8 Summit with particular emphasis
on activities which haV% posed a threat i %}f:f%;ggéﬁéﬁ@/% in recent years. It examines strategies and
tactics leading to violeﬁi}i@‘egﬁ%ﬁcgg,gd at pﬁétf%[rﬁe@nl ’g@@lél other international events in

order to assess and anti¢ifiate thépoiential threatt6:the 2010 G8that is being hosted by Canada.
Mg £SO ey, O g s ¥R
W, S0y “Re Oy 7 ) )

The G8

Wy
(-

2. The G8 (or “Group of Eight”) is a multilatétal %?@}{@hgijs;tﬁﬁg@f the world’s major industrial
democracies: Canada, France, Germany, Italy, Ja(f)%, g’fi‘éé@,ﬁfﬁéﬂhited ‘Kingdom (UK) and the
United States (US). Summits bring together the leaders of the fember countries over a three day
period in the middle of the year to consider issues of mutual concern. The first one was convened
in 1975 with six countries initially participating. Canada was invited to join the group the
following year, when it became known as the G7. It expanded to the G8 in 1998 with the
addition of Russia as a full participant, although the G7 continued to function along side the
formal s;ﬁgmmi}&g\.} The European Community, now the European Union (EU), was given observer
status in fﬁ’]%, %ﬁﬁ,@gg‘e 1981 the President of the European Commission has been formally
included in the ,ﬁﬂ@‘ﬁtﬁf’i ders of different nations and major international organizations have
alsg Bé@n%ﬁr}wte‘dftﬁ@fé;é«n?d&uﬁmts in the past. /

P ey S { = A

TS
3

ARy, O, Ao, 5 . - |
ing ’h@:ﬁjﬁ;}.jﬁf@gg}@l fo’fi{hi? i’gs%r}'glall%deal with macroeconomic issues, the G8 has
evolved tﬁﬁ@i@_fﬁ%{ﬁd@ﬁnge of thterngtion, | economic, political, and social matters. Aside
from the Lead@ﬁ, Sm@mg\t‘}:ﬁ}éﬁ?fpgfsgnal Tepreseritatives’ — known as sherpas — meet regularly to
discuss agendas'"é’ﬁa@gﬁﬁggjﬁfhgr§£§s{3hgddition, the G7/8 has developed a network of

. LU L R S L ) L ;
supporting ministerial meetings, ﬂmgf:ﬁ%ﬁﬁlﬂmncludmg the ministers of finance and foreign
affairs, and various experts groups.  ~4
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4. Respons1b111ty for hosting these various meetmgs;got nnually among member nations.
Canada has previously played host to summits in OttaVd /gﬁigb llo (1981), Toronto (1988),
Halifax (1995) and Kananaskis (2002), and will doso agat& nmz; 27 2010, in

Huntsville, Ontario, at the Deerhurst Resort. & ) f‘“;:« £sg ;
, JUp , OE L

;‘m

e »j
,w k‘{,,

.l‘

5. Top representatives from all of the world’s dj%r, ﬁffs Wjﬁ ath ’? M&nﬂ@pd’@f
University of Winnipeg for a counter summit to coincide with i R 1egaté§’W1 ’dﬁbil%ge
high profile guests Desmond Tutu, the Aga Khan and, posmb’iy,ﬁ;th ‘i‘ﬁazlja% T’%L a, Its fiitent is fo
use the combined clout of the participants to exert pressure on fhg @hpMG@ countries to
honour their commitments to the poor and the environment. More th ﬁrw jgf} r?e'l,af f%@;fééders and
their staff will attend, making it the largest ever such event, and it is open to anyén d‘ Svants
to attend.

Threats to the G8

6. As a high profile, international event, the G8 Summit attracts a considerable amount of
attention from the media and those with various social and political agendas. Each of the G8

member countries has suﬁered?mgc’ﬁ@md/or been threatened by Al Qaeda (AQ) or like-minded
groups or individuals. O o

ko
7. The July 7, 2005, attack on the Im‘rfd%tfah@ ’§§s‘$e %)@yrred dunng the-second day of the
G8 Summit being held in Gleneagles, ScofTéiﬂd?&l’;h'%fg ﬂ%p%%‘gwg}ch killed 56 people and
injured 700, were a manifestation of a “home go%” ot m‘éﬁire)d by Islamist extremism
philosophy.

N@Q@p’[” Ats-of f the G8 summit arc an eclectic blend of anarchists and political and social
activists, prlm%r@v Q‘rr?ﬂlg, left-wmg ideological spectrum. Their largest and most visible mode

%x%if%swn reYﬁaig digpaigns of demonstrations, direct action, and civil disobedience.
Tl‘@iﬁ% gisé:siair& mrwc&ﬁ@goﬁ‘a&ﬁrfhﬂ, /glvergent
ﬁﬁ% f;/‘f@?‘l\ ’F é}l(w JQJ'Z ‘)“3%’ 46’: ““‘
N, TN S /“r’ . (9
o 3, g\:’!ﬂw =&y " ’L’ A ‘f{‘f/ﬂ)
4770, PRe Ve,
Sthings O Reye Y6
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9. Cooperation among the disparate groups is general aggqmphshed in a non-hierarchical,
decentralized fashion. It is usually facilitated by a €00 mm}ﬂg;eguty (or entities) using the
Internet and informational sessions to communicate, spre;aﬁeli War,%n%s;qpoblhze and organize.
The People’s Global Action (PGA) network, fqr‘ exia}ggle hfsféﬂervedfpb{s ”net}on on several
occasions in the past. However, while d1fferen;L ﬁ“dﬁq d1v1dua‘l§"“may ﬁg;ge’ iz, common
strategy or tactic, each is autonomous and left {3 %eféqué{?whgt‘“a@wg it is pfemre'yd% iak‘é’zto
achieve the goal which has been set out, often in a call'to. gc;roﬁ %, brgg;mzers oF th;a@@h’;the
coordinating entity. This can range from participating in preag ol m’ i nstra‘uons to %
engaging in civil dlsobedlence or acts of violence. o

£, m;

10. The convergence of groups at events like the G8 is often broadly referred to asft@%afﬁﬁ
globalization movement although that term also has its own specific connotation. The movement
was formed in opposition to what it contends is the unregulated political power of large, multi-

- national corporations, and to the powers exercised through trade agreements that impact
negatively on the rights of people. Since the Birmingham Summit in 1998, anti-globalization
demonstrations have been a fixture at the G8 summit. While G8 protests tend to attract large~
numbers of participants and a 1 small percentage of them are inevitably arrested for breaches of the
law, including violent 1nc1dent@’; pnﬁra%w of the last 11 have been marked by what would be

viewed as significant violence.
f, 3

x‘% ‘“‘- LS
11. Much of the v1olence by p%testé;s at(ﬂfes’“e, «gvents glsfaittrJI’Buﬁe@Jo a proportionally small cadre
of extremists who are prepared to Q\Qefsteg é@g bﬁqdarles ?éfihng‘ﬁmhm the realm of what is
described as direct action, these acts c-\ fud'e 3V iﬁﬁa ém;; ripting and street fighting,
demonstrating without a permit, assisting 11 %He,esaap_,ef &f’p@géo‘hs@/emg arrested, building
barricades and attacking police. Direct action 1nvd’Kz1ng such A{lé«le@t and confrontational tactics
are usually undertaken by autonomous affinity groups, cons1st’ir@80f a small number of activists
(usually under 20), acting independently or collectively. Affinity groups can either have closed or
open membership, but are often made up of trusted friends or allies in order to prevent
infiltration by the security forces. The groups or individuals can coalesce into what is commonly
referred to as a black bloc without warning in a spontaneous or orchestrated manner in response
to a call o act/;pn There may be several black blocs within a particular protest with different
_ aims and ’tﬁféue OO

12, ﬁ'@ goncepﬁéﬁthg’%l@ei( lﬂbe(was established in Europe in the 1980s. The name came from
thgd’éfn ﬁtl*agors weamig /8 n{ﬂf@; ﬁ%@qu dark clothes and concealing their features which
helﬁéﬁ?@g,en‘rw;ayélg being uﬁngfuﬁlhxi}l@nﬂﬁed when confrontmg the police. The black bloc
and the ant%gl\ %iiz@poﬁ@%pvemer@gmn‘e @}Fgwular notoriety in North America in 1999, when
protests against, heﬁge,e’t g gﬁﬂfeWorl& Trade @rgamzatlon (WTO) in Seattle turned violent

and outlets of muf‘m;gpénalﬁ géf}i@;@ﬁ
“ Y

e
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13. Because their actions are v1rtually guaranteed to,prmgdhem into conflict with the police,
aside from trying to hide their identities, black bloc tyﬁes«;%aﬁji{g gpare for these encounters by
wearing padded clothing, using a garbage can lid for a sh:lef / bg‘l Higprotection against tear gas
and carrying projectiles (e.g., golf balls, paint baﬁ‘“gqgs) and Ili‘a;lcgshﬁmcgiﬁfg«go attack police
lines. However, in order to mitigate being cau%h{?hego;eﬁa@d in po@s"émmﬁ ok W éﬁ‘p@r;s they are
more likely to use material found in the vicinity 0\’1’?@; p“m‘;g,\s\t“(@g\ stické ﬁﬂd §€0ﬂes‘ ii‘*,ﬁ'l
construction debris) or dual use items for weapons (e. é& ’Lum eitﬁpr A fyrotest mgn’V glags bmtles)
or barricades (e.g., newspaper boxes; trash bins or vehicles ,sx;t«gn A

14. The last G8 summit to see a major outbreak of violence was in He1hgendamn Geﬁnany On
June 2, 2007, a demonstration held in advance of the summit in the nearby port city of Rostock
attracted crowds of protesters whose numbers ranged from 25,000 (police figures) to 80,000
(organizers’ figures). While the vast majority of the demonstrators were participating to express
their views in a lawful manner, a black bloc of an estimated 2,000 issue-based extremists broke
out to provoke a riot in which pohce were attacked with broken pieces of paving stone, among
other means. Cars and trash bmsﬁw F Jset on fire and dozens of shop windows were smashed.
Police response included the use o fe&nga@mager cannons, and baton charges by riot squads.
More than 1,000 people wierg m]ure& m@cﬁﬂmg i&qul1cmen and city officials put the resulting
damage at more than 1 ‘fml@hp&{E:UR) Of" lfﬁ&pfr\c}t&s}prsvﬁgpéoned arrested, 16 were identified as
foreigners. g, _ Oy, .

e

fl e
15. On the actual start date of the gymi‘fﬂj}dwesﬁ midted 10 0% protés‘ters moved to establish
blockades on the routes to the venue{éﬁdajoﬁ"n%tﬁ%/\s (ifm;hperlmeter They succeeded in
temporarily blocking various roads by meaffﬂs: @);Ffsire”etm é Th 1§~a,dé§f sit ins and marches being
directed to the location of the next blockade by text messagqgﬁ/@miorgamzers They were also
able to penetrate police lines to reach the fence erected around thig site where demonstrations had
been banned during the summit. The summit leaders had flown into Heiligendamn by helicopter
and were never threatened by this action, nor was the meeting itself seriously disrupted, but it
was.seen by the protesters as a victory nonetheless.

16. Alth%ugh }ge vast majority of the protesters practised civil dlsobedlence the black bloc
continue “ﬁi}f é:]i; % esence known, throwing stones and bottles in clashes with police. In at
least one repg,l;t ’ifgc éﬁt ~suspected members of the black bloc dressed as clowns sprayed acid
from"‘ﬂbwers on fhEgr co%glf a,(pohce two of whom had to be treated for acid burns.

i};’éjﬁj!ﬁ‘w)ﬁ'?‘u}i} g - o £ "%,«W.,
el s, g i W0,
Gleneaglgs!: l(ti?g doni'{J
» g:l@g;p‘f@vg 4 Lﬁw ing R @

& 3

17 Clashes be;:weéﬂéptéﬁé‘gi éf“ﬁl; fgohce overTﬁe week of the Gleneagles Summit in Scotland
resulted in 358 a{fléﬁ "“‘Al ;éf/k(@ oﬁh se arrested were from the UK with the balance being
made up of citizens frofﬁ"ﬂw 9%@{,081’5{11;&;%54 imcluding Canada. Acts of public disorder included:
attacks on the police using prOJectlie§ o i ss of wood; efforts prompted by acall to action by
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the PGA to blockade roads and buses transporting rg;plste% and support staff to Gleneagles in an
attempt to halt or disrupt the opening day of the sumn:itP ﬂfa‘lgsm, such as spray- painting
slogans on buildings and breaking windows of corporan@nsj?tﬂan 11565; gnd in one instance,
pulling down a section of the security fence sug;{gﬁmdl%g the pélglm'gté‘ffof %gﬁfqenue site.

g, Y, Vi
18. Edinburgh, the nearest large city to the sumr‘ﬁi‘f;,,, Sffh e‘en:e fa seﬁe@jﬁ’ éiﬂmpsﬁ@s
stemming from what had started out as an ostensibly pe’“aoe 1=ré;ly; ﬁltted as a é’aihwaf f@;@ ull
Enjoyment. The instigators were described as anarchists and, wpgrlééﬁg@ mblflstdg;i\a small groﬁp of
masked individuals dressed in black. They appeared to be wéllay ?nzed A ,gpgl{ee Jater
confirmed to the media that some of the protesters were found to be *@drgm{glm ”Zggd-w,ay
radios and mobile phones, presumably used to coordinate their activities. An esilmated 1,500 to
3,000 had turned out for this rally. This contrasted with a peaceful demonstration stagef in the
city earlier which was cited as the largest in Scottish hlstory, drawing a crowd estimated at
200,000.

Evian, France (June 1-3, 2003)

19. Another G8 summit that rrf%@mt’fﬁgolence was in Evian, France. Vehicles and a hotel were
vandalized and protesters wearmgf!sT('i" ma§ks?@j cked bridges and roads leading to the city with
burning tires. In one 1nsta%@e they%aﬁ@dedig,p’iaj% /road and briefly attacked the police lines
with stones. In nearby éeﬁexaﬁ’s%tzerlandf ?afgliotiﬁ/g 4@9@' so protesters also erected
barricades on the city’s ﬁﬁgb 1 én{dﬁran thréﬁ@l%hgmﬁe s?s%ashmg shop windows not
already boarded up. In Lausan é$§y$1&k;§gﬁjd‘ ,;%ross tﬁ’é ?l’gxk?e fiom ) Ev1an approximately 200
protesters in black masks smashed@ﬁ&r;g 2 ns, looted asﬁpermarket and threw
stones at police guarding two hotels" u 4}% ns. The police response included
firing tear gas and rubber bullets along wit %rtj,e fm ei;gi/,hdn@r d. Reports emphasized that
these represented a small proportion of the tens o%ousgm oﬁgeople who showed up to
demonstrate peacefully.

Genoa, Italy (July 20-22, 2001)

20. The 2001 Summit in the Italian city of Genoa, where the numbers of protesters were
est1mated) to bg in the hundreds of thousands, was arguably the most violent of any of the G8
summits. @pprgﬁmaéely 500 people were injurcd and 132 arrested in relation to protest activity
which causedfj&ﬁ%’s ‘5&@@0 million (EUR) in damage. It was also notable for the actions of the
secgr?@f,forces gémgh i e@zr,%tester dead from what was judged an accidental shooting and
acg&sé‘czgn o“ilgjohce gﬁ%h ﬂfl@@é’l&t@g to the latter, an early morning raid on a building

hou f?t‘g Q;Bong t e[’ﬁn‘i:’l}ahan; rt‘ots@ Polish and Irish citizens, resulted in 82 being
injured and’?&} éﬂ’fege‘i@ 1ng tréaﬁnpnﬁmrhospltal All charges against those detained in the
raid were dISIm ed;g s;\yhlch ‘determitied that there was no evidence of any of them
having been engagé@ &3&;} tfb@t the Molotov cocktails found at the scene had been

lanted by the police. ‘%‘r’" (ﬂr}f S f”li“ “0
p y p JI{P‘L; t’;‘if/;‘, l:

qiuf Q‘
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2]. The aftermath of the raid led to charges being la}d ag@m§t 29 police officers, including some
senior members. The case dragged on until November @00@ %ﬁhgn 13 policemen, none of them

senior officials, were convicted and received sentences ran ’gjfzgmﬁone/month to four years in
prison. However, given that 16 were acquitted, and“ﬂ;w lengthy‘appea’]&yrée"es’g‘. and statute of
limitations which annuls sentences after a speel féd ,perléid,(t one of o
actually spend any time in prison. RS S0n

Violence broke out inl May Z!(i@i& i"mg a
student demonstration protesting a meeting of university chancellors linked to Italy’s prégramme
for the summit. This led to the arrest of two students, and at least 19 officers and 2 students
received minor injuries. The government has blamed “left-wing extremists” as being behind the
clashes.

23. Also, on June 11, 2009, it was Ie orted that after a two year investigation, Italian police
arrested six men in connectiono, wa 1'dfempt to revive the Red Brigades, a former left-wing
. terrorist group active in the 1970s, a;nél»’ ;}Qward this end, the men are alleged to have

plotted attacks, includin ghang to set 6??@?b0mh jﬁ}t’ thie, ongmal venue of the 2009 G8 Summit ;
being hosted by Italy. I‘H’éﬁgynﬁm@vas supposs /@t‘b»h Vé‘i:alggn place at La Maddalena, an ex-
NATO naval base on arf-islan éf%ardlma‘beﬁoy q:licqyenu g,was changed to its current |
location at 1’ Aquila. The ceﬁ éfﬁﬁarghﬂyfhé’é‘} ﬁg@(arms grenaaes a‘@g detonators in its possession
and had been working out how to get pag%/s"ec X/ﬁy%ems alTa Maddalena, but the viability of
the plan and the plotters’ capabilities 4re: ,mgotfear atthi Qﬁn‘e _

~y {”}

24, Although unrelated to violence, another notevé@rthy fnelge emmmg from the Genoa
Summit concerned a high-profile hacking case relating to the” d‘éfa‘cement of the U.S. Pentagon s
website along with 600 other sites, ostensibly in protest against the summit. In 2002, six Italian
youths aged between 15 and 23 were arrested in connection with the unauthorized intrusion into
_computer systems.

Issue-ba’ged leence at International Meetings in North America
yJ 1“ f}g"’n
25. The G8 sqm”ﬁirfﬁgn %’5 PRananaskis, Alberta from June 26-27, 2002 and at Sea Island, Georgia, ) |
frogl%ge 8- 10; ’f()@é Ardx e@@st recent to be held in North America and both occurred without o
B fom ;

SeFHQUR ggcrdenh HoweVdn,,;@HEf?e tfef been several major international events in the past 10 years ‘ [
on fh”ﬁi‘ggﬁ%«ﬁegi‘{w‘"hteh havejﬁ”ém mﬁrre@b’;’warlous levels of violence by extremists.

L7 M,.-\

The North Am@ i gﬂSQmmzt (NALS) = "Montebello, Quebec (August 20-21, 2007)
S ‘&": ~ V ey g;

26. The 2007 NALS, in%l?v j ’tlsfe Eﬁﬁ%}éé,_Amencan and Mexican heads of government was

protested by a number of issu basediaq

ist @nd anarchistic groups after much advance planning

7
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that focused on the lead up to and opening day of thg summit. The turn out was rather modest,
involving 800-1000 demonstrators. Most of the relategﬁmtﬁ‘s{f‘ge%wty was conducted in a
peaceful manner on the streets of nearby Ottawa, On the- ppéﬁ’iﬂgajﬁﬁo;f the summit, Montebello
was the scene of demonstrations by protesters. w/ilb refused [0 cm@n@ xhef?nﬁquues to the
ofﬁ01ally designated protest zones or staging arfegﬁ, ;né‘té@d@f optmg" ﬁagathep gt%ﬁemmn gate
securing the road leading to the venue. While tﬁe‘m%% i’tygf ﬁem%nstratofsﬁwer@ﬁgam “ell-
behaved, approximately 50 individuals sought to conﬁoﬂtx,f égpﬁlwxce who‘Were Sﬂb}eqted to
taunts and projectiles being hurled by protesters. Ofﬁcers%eréfe’as; ab,le’“iﬁ”’hQL

and intermittently used pepper spray to disperse the unruly crdwdm »f g

27. Atlantica is a proposed area of economic integration in the Atlantic Northeast of North
America, incorporating parts of Canada and the United States. Opponents feel its claimed
advantages will be outweighed by the negative effects it will have, including harming worker pay

- and rights, benefiting corporations at the expense of consumers, and undermining social services

through reduced taxation. On June 15, 2007, an anti-free trade demonstration against the
conference turned unruly wher @ blé%k(béoc of about 50 individuals moved away from the
planned route and headed towardggﬁah?f%x “&pag{n business district. The intended targets were
likely the many outlets of’iaruge corpbrat]@rfs sltuﬁed t/lgere but police moved to intercept the
group. Balloons and llg‘ﬁfb/ble’b&?ﬁfiled with’ f)éug,t %ﬁﬂ]}‘ocléé wiere used to pelt buildings and the
police, hitting some speeta‘gpr§ 4 ”é?gvy}e wenty pfe“testeisw re drggsted by police as a result of
this incident. -

Summit of the Americas - Quebec sz;y qg&¢ ﬁﬂwén?é 2.2
f'l “~6Jf,‘, qjg}

28. The third in a series of international meetmgs Brmgﬁgt@géth%the leaders of North and

South America, this summit was intended to facilitate negotlaﬁé“mﬁs concerning the proposed Free

Trade Area of the Americas (FTAA). As such, it attracted protesters from throughout the

"Americas for what was one of the largest anti-globalization demonstrations to take place to that

point. Protests were divided into three classes: lawful with no risk of arrest (green zone);
peaceful but unsanctioned with some risk of arrest or confrontation with police (yellow zone);
and, diregt actg;gn with high risk of arrest (red zone). This system, or something similar, has often
been: usedmm!:p ﬁt’é@@ -as a means to offer a measure of protection to those who do not want to run
the risk of arre@tp%fb i ﬁgught up in violence.

R,
;‘\ ‘a‘
295 Humng:gﬁ &‘Jor maréh‘ ”ffre i‘ﬁ’tvd@y of the summit, a large contingent of yellow and red

, zone’:prgj;e féi:s»spﬁts;ﬁ:om the ”ﬁaam @Qp,xeft@rget a section of the security barrier erected around

the site of fhe QO,II%@I;QQSE"* %hey suce d;efi‘imb};lpgmg down a portion of the concrete and chain-
link fence andpﬁlsheg pgﬁfx&who moved ir 1 to seal the breach. These actions sparked a
series of confronté‘ﬁ@q? “Ieé@m‘g%ﬂg? th@@l}owmg day in which extremists used tear gas,
Molotov cocktails, bricks] Foglbs Wﬁtﬁlﬁﬁ ‘against the police. Businesses were also vandalized
and bonfires set in the streets. As a result.of p g0 ’umerous violent incidents, 486 people were
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arrested and 46 police officers and 57 demonstrator%wergw 4GP orted injured. Damages from the
rioting were estimated between $50,000 and $100, 00( CM §~g€reen zone protesters and
bystanders were also unable to avoid getting cau ght up in thé‘é&gwpnfsf The summit’s opening
day ceremonies were delayed by an hour becauys iol?;he Vlolénée :

G s Uy
) ﬁd{i: : " : % ™ i‘jl\/t
World Trade Organization (WTQ) Ministerial t%ﬁfﬁ(eﬁ”ﬁ s s.&ﬂpl% Was‘ht’h@r;pn’ S’tgte A{ lovember
30 - December 2, 1999) S

4{;u

30. The five days of rioting, dubbed the Battle of Seattle, whldh{nij' "ed h&l 2Q~t1§ept1ng of the
WTO in Seattle, Washington, set the tone for security required at suﬁs%g};énﬂgﬁferﬁ“mmﬁﬁl;events
of this nature. Conservative estimates put the number of protesters that showed" up* md@ﬁ;(onstrate
as, at least 40,000. Their ranks were filled by anarchists, student activists, env1ronmen’t§lilsts
advocates for human rights, union members and anti-corporate, anti-capitalist and anti-
technology activists brought together through activist networks spreading the word and
coordinating their efforts over the Internet. As events unfolded, cells phones were used to alert
organizers to mobilize their forces elsewhere or to summon the media.

31. Protesters started by takmgacmp,tr@l}{eéﬁkey intersections in the downtown core and this, along
with the sheer numbers that conve gé@@n"tﬁﬁfarea prevented delegates getting from their hotels
to the Convention Centrefphere the’ hxegm@ésm[g atgmg held, as well as isolating the police who
were forming a cordon ‘ﬁr@ynd theCentre. 10 ap‘htf‘empt% fe-open the streets so as to allow as
many of the delegates : NS p@s\ib*fe? @dugg the bldd\(adf:s m c‘efljesprted to force which was met
‘with resistance. Matters wereqé'%age a&&%ﬁen@ black b*l”oc, startgd smashing windows and
vandalizing storefronts, which promptéd,p ﬁl%rto 0?1@m on thé desttiction of property. The
situation quickly escalated into a ful f)"l@%r’r}fiqt ,Whlph géuhi\not be brought under complete
control for several days and required the H{féw ﬁi ;fth’e N‘aﬁtiena}l Guard.
A v YR s
32. The protests led to the cancellation of the WTO’s opemng ‘éer;%momes and, accordlng to

* media reporting, the WTO talks collapsed with no major agreements or schedules for further
talks in large part because of the protests. Damage to commercial establishments from vandalism
and lost sales was estimated at 20 million (U.S), and the city was forced to spend an additional

3 million (U.S.) for cleanup and police overtime, a 50% increase in the estimated budget for the
event.

£ u;’ﬁ?‘ e FQ{?Q iy h
Latest Examlg és q§1§\ﬁ!¢ @ased Violent Protests
Ajé ? + \,4 "ﬁ
33ﬁ 705 ader S @umggﬁms{h%ldé London, United Kingdom, from April 1-2, 2009,
foll’é)%d} y‘%jneeﬁg% of the féﬁgﬁﬁ of i ﬁ&eMATO countries from April 3-4, 2009, in Strasbourg,

France, as %113 a@*’vhg;n pb,y border%’@\q S dﬁii(ehl and Baden-Baden, Germany, They serve as

the most recent ‘“lhiitrat}ihnﬁgo 18@1@-base& activisth, which remains similar to what has been seen
over the past sevé’ﬂt’{g,rsafs;,< 1y % S op

ii,
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34. What started off as a peaceful rally by an estima,t%c}l 4@/%0 demonstrators in London’s
financial district on April 1, 2009, quickly devolved inﬁ%‘)a’/glL ‘Rﬂggbdﬁbattle between a few hundred

protesters and the police. It was set off when several of thg}ﬁ%@’te ?é:gggshcd windows of the

. Foh gty u{:* il [y T
RoyaI. Bank of Scotland, whose b?ulout by the@@;@;ggent asitdes \%;ngjﬁfb%n{zlffrup@y made it a
prominent symbol of the economic downmm,mbﬁrgg@igqul@sked yglfthsn{ﬁdef gfi’ﬁ:gt;%h computers

e, Ve V7 . g AL ST

that were then tom apart by the crowd. These act‘léugv%k ypiedpelice to n&éy%ém@;; Ap-quell
the disturbance by isolating and containing those in the Vigiityiahf feasy 26 arrcstseréimade
although some reports put the number at more than twice«ﬂzﬁf@guﬁ%%fgﬁ@@tcst&s and ¥
bystanders alike were caught up in the ensuing violence, and &fiey ) ;%sb@Q y‘ﬂlpgl‘afpp%lgntly after
being tackled by a police officer. Although the individual’s death wég?i@gglb v,g&ﬁ%;;géﬁ{i@ an
underlying medical condition, it now appears to have been a direct result of poliéé%@ﬁ@@and an
investigation is being conducted. All this was in contrast to other related activity, including
protests on the second day and a march by about 35,000 demonstrators a week earlier which

occurred without serious incident.

35. On the eve of the April 3-4 NATO meeting, approximately 800 of the tens of thousands of
protesters gathered in the region were marching in Strasbourg, when some 200 masked protesters
broke away and used stones éﬁﬂib{g@@g@ repeatedly pelt police who responded with tear gas.
Two days later, on April 4, 2009, égﬁ&ﬁ%(ﬁfﬂ’gp dreds of masked youths rampaged through a
working class district orflhﬂgifgljaqge &&@%sﬁe? !lgﬁé‘:gﬁnue. They hurled Molotov cocktails and
other projectiles, set off fitewoirks; smashet f}&igéﬁ_é%?%%tidigggsackcd shops. Police temporarily
withdrew from the area %@é}fﬁﬁ{};}ﬁt é\@gmallfjfauglﬁt:’éoﬁgéﬁgamﬁgontrol, firing hundreds of
rounds of tear gas and stun gféﬂid@égﬁgg)é;s{férs,,gfn turn, %ied tdibarricade streets and shot
fireworks into police ranks and negr%@q féﬁ;:@f $€ven story hbtel and stores in a low rise
building were gutted by fire in the riot/VEh %ngitm {drawal by police elicited criticism from

Ao

. o

the residents who felt police failed to 1nterV€ﬁ¢};1}%’f@é}g13’f@,§KM3;
- ’ ' {L >
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This document constitutes a record which may be subject to mandatory exemption under the Access fo Information Act or the Privacy
Act. The information or intelligence may also be protected by the provisions of the Canada Evidence Act. The information or
intelligence must not be disclosed or used as evidence without prior consultation with the Canadian Security Intelligence Service.
Because disclosure of this document might be injurious to national security, the Canadian Security Intelligence Service objects toits |
disclosure before a court, person or anybody with jurisdiction to compel its production or disclosure. The Canadian Security |
Intelligen X erv’fi’,e,fﬂtm?y take all the steps pursuant to the Canadla Evidence Act or any other legislation to protect this information or - }
!
|

intelligence' £} r&hﬂi\b or disclosure, including the filing of any necessary notices with the Attorney General of Canada.
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Introduction

1. This assessment provides a general overview of threats from terrorists and extremists to
Canadians and Canadian interests, and draws from a variety of open sources. New information is
contained in this report, since the previous edition (ITAC 09/47) was issued on 2009 05 14. The
intelligence cut-off date for this assessment is 2009 10 15.

International Terrorism

Al Qaeda and Affi lzatedxéﬁbw@%

5
{f"&épu

kri «:’ . . 4 (ST
2. Al Qaeda (AQ) and 1ts%¥f‘kg;;fg@re;1pamﬂact1ve 1n{eri;a}10ﬁa‘a}f S
\7\; {;ﬁv > Epy f:’ V2, o0 -.While global
counterterrorism efforts continue ’eéﬂ ﬁr,oﬂd/&ﬁ\’& L@g‘ﬁ‘eﬁshfg) an compi cate recruitment efforts,
the group’s leader, Usama bin Laden (fJIBLQ fahd A;" hian qﬁ}&g%yahm AQ’s second-in-command,
remain at large. In July 2009, a new book by Q@ntlﬂggix ﬁ(?hyd "*tfo/the Laws Regarding Muslim
Spies” was posted on several Islamist websites. ertten by"sem?r‘f AQ commander Abu Yahya Al
Libi and featuring an introduction by Zawahiri, the book acknow“l%dged that AQ is under intense
pressure {rom United States (US) counterterrorism efforts in Pakistan, and accuses some in the
group’s ranks of spying on behalf of US forces. However, recent AQ messaging continues to
affirm the group’s enduring anti-Westem and anti-Israel ideology. In August 2009, an Islamist
website posted remarks made by Zawabhiri, who stated that US policy on the Israeli-Palestinian
conflict wWas b@qu to end in failure, and that the state of Israel is “a crime that should be
removed”. Ttiﬁqp)tgmbsgzOOQ an audio message by UBL was posted on an Islamist website
shortL after ﬁté(e)éh f;at%ﬁwe ary of the attacks of 2001 09 11. Entitled “A Statement to the
Ange;:phfnf Reople ”fhe(gl{ésﬁagg Gﬁmylzed the US government’s close ties with Israel, its military
engag et;}:r'en% i ‘Afghamsfé‘n qu%s«sﬁﬁﬁmt, for Pakistan,
“On, O 4T )
3. While Aé“c‘é‘)m ﬂes U’ML for and p‘lan ne%c;agtacks 1nternat10na1 counterterrorism efforts
have disrupted a%ﬁéfp}@%ﬁd 'fé&,t@ umerous arrests and prosecution of individuals linked to
the group. In May Wﬁygﬁm&mﬁ‘aﬁb@r@cs arrested seven individuals suspected of links to AQ
for planning attacks agalnst'ffiauri%t/mg;e‘s%ﬁrd oﬂ installations in the country. In June 2009, Yemeni




. donations. In September 2009, a court in the Unj ged ngd‘m
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authorities captured Hassan Hussein Alwan, a Saudi national and AQ’s top financier. In August
2009, Saudi authorities announced the arrests of 44 suspected AQ operatives and the recovery of
a large cache of automatic weapons and bomb componentss he suspects, all but one of whom
were Saudi nationals, sought to recruit youths and ﬁnanéé&h }»If‘aht;igmes through charitable
fUK) geﬁkegced three individuals
to life imprisonment for their roles in the 2006‘»@ $t’f@ @leftroy sév@al’%omglé?e%l aircraft using
liquid explosives. Prosecutors stated that the Sitsp *ét’s;k;% ted sevén) ﬁ%@tiaﬁh@ ﬂlghts
from London’s Heathrow Airport to New York, W%Mmﬁm io%g,op San ’Fpagg/ée@m'féronto
and Montreal. British and US security officials said the Iﬂigmwag {mﬂ(,écﬁ1o AQ and’ ga;ded )8
Islamist extremlsts in Pakistan.

: Lo,
4. AQ’s operational activities are 1ncreasmgly shlftmg to its affiliates 1ﬂJNoxgi‘ﬁ’Aﬁrédfa,%i) he
Arabian Peninsula. Al Qaeda in the Islamic Maghreb (AQIM) has specifically thréda‘terge
Canadian interests in the region, and has acted on its threat. In - August 2008, AQIM carried out a
suicide bombing against a bus carrying Algerian nationals employed with Montreal-based SNC-
Lavalin to a job site southeast of Algiers, killing 12 people and wounding approximately 15.
Although no Canadians were killed or injured in the attack, an AQIM communiqué indicated that
the suicide operation speciﬁcally targeted Canadians. In December 2008, two Canadian
diplomats were abducted aloj e1r driver while on a UN mission in Niger. The driver was
subsequently released by AQINPfirif %009 while the Canadians were released along w1th
two European hostages in April 2@@ o Vs ot f

"‘. !\A/.J ‘-’m

.~i:“ .
\-;\Jf vf"\ [

5. AQIM continues to t&r %t%ﬁém iand othe”rﬁﬁgr\é{m mféi‘.\e;s;ts, in North Africa, employing
tactics such as suicide bon‘t 8 a’m\ 4. assaults aniik }a?xpm An June 2009, a British
hostage, who was kidnapped ear”lrel? ﬁn@, f don w1th“"as“g{r9ﬁq‘fél‘ef ther European tourists,
was executed by AQIM. The group gl,aslﬁ}:ecb %‘ff@gtg was killed because the British
government failed to comply with its dé%ﬁap; S: #Late ’F‘th?{tﬁ lggg a US aid worker was shot to
death in the Mauritanian capital of Nouakchoft/an. ﬁtﬁa’ck % de/AQIM also claimed
responsibility. In June 2009, 18 Algerian soldiers were ki édi@,a‘ﬁwAQ]M ambush against a
military convoy approximately 200 km southwest of Algiers. In July 2009, AQIM carried out an

attack against armed forces in northern Mali, killing dozens of soldiers. In August 2009, a suicide

bombing was carried out near the French Embassy in Mauritania, killing only the bomber and

wounding three people, including two French police guards. AQIM claimed responsibility for the
attack.

Ro - PR :
6. Earlier thlé’ eratives in Yemen and Saudi Arabia announced that they had merged
to be%o_me AFW';\(; ﬁ?e%r&blan Peninsula (AQAP). Amid Yemen’s poverty, vast ungoverned
aregs, tenoré%ﬁl%ebﬁm “%*ﬁl@twn there are growing concerns that the country could
be‘E@;ﬁé th,e’,nﬁv&t skgmﬁcd%’t‘rtg;f&ﬁgt ;fé@mg ound. In June 2009, a group of nine foreigners
cons1s%fﬁeg,f9 rx‘agd%gxkers an@ifhy & childféh were executed in Yemen’s remote northern
province of éa‘ag;&. Wé’mgnfs& or1t1es’$Ia;me@ 'the attack on a Shiite rebel group that has been
leading an upﬂil mf z.ik%e &g;% f’ém;sgveral years. However, experts have stated that the killings
bore the hallmarks dtjflﬁ nﬁs’tce /who had returned home after fighting in conflicts in
Afghanistan, Iraq or elsev@@vg I%JAufﬁ(bg 6@9 a suicide bomber detonated explosives in an
H" N




ITAC/CIEM UNCLASSIFIED - FOR OFFICIAL USE ONLY
09 / 96E

attempt to assassinate Prince Mohammed bin Nayef, Saudi Arabia’s Deputy Interior Minister.
Only the suicide bomber was killed in the attack, while the Minister sustained minor injuries.
AQAP claimed responsibility for the attack, the first; gun‘s@ member of the Saudi royal family
in decades. In September 2009, the Yemeni Interior Mnﬁéﬁrx ﬁmgunced the arrests of four
individuals carrying guns and explosives near th@ US Enﬁ&h ytl Sq‘aﬁa;»

AQ has specifically identified Canada as a target o‘ﬁ"s@}(éfék@gcaﬁrgns, Y ?,7@;%‘« r /j’%
7 4y
Both AQIM- ﬁ“dwg.gm will conﬁﬁure 00g

represent a significant threat to Western, including Canai‘ﬁan,g 1ﬁté@§ts m/l\\(grﬂ:ga%frlca and the
Arabian Peninsula respectively. .

Homegrown Islamist Extremism

8. Homegrown Islamist extremists, or individuals inspired by AQ’s violent ideology, remain a
threat to Western nations, including Canada. Ongoing counterterrorism efforts have disrupted
plots by homegrown extremists and have led to their prosecution in Canada and elsewhere.

9 In May 2009, New York City police arrested“@?r 1’51’1@11 ‘{f@@lﬁéﬁﬁon with a plot to blow up
two Bronx synagogues and shooting a plane out of the skyﬂihe Stispects, three of whom were

converts to Islam, had no links to AQ but clalmed to be motwa%é% by their anger over the deaths
of Muslims in Afghanistan.

r“a

”
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Hizballah

' 11 Lebanese-based Hizballah, one of the most capdh]%teﬂr%lst groups in the world, remains

committed to establishing a Shia Islamic state in Lebandnf ﬁi@&vmg all Western influences
from the region. Hizballah, whose primary targets are ls’fﬁébgn‘ﬁ ﬂ&e‘i]&}d .Supported by Iran and
Syria. In addition to its ongoing operational actiyit e’&i—lwlzbagﬂaﬁ i %%bg; polltlcally
active, contesting the Lebanese parhamentary*@@pﬁﬁm}le’fd“;in&J une dﬁ@} E’ﬁplt S s{rong
showing in the polls, especially in Shiite areas in sg’u&hflﬁeﬁgngﬁ‘(aadh the Béiéaaq\ﬂ‘ﬂ%?ﬁzballah
and its allies were defeated by the anti-Syrian “March 14"5 ebﬁhﬁémjn‘%é ationa ﬁ'jﬁdrlO@&L
observers stated that the election appeared free of any ﬂaéra;;t v’iézlyél Sy LR s"[me some
organizational problems and isolated security incidents. Tens1on§‘a/g Kéa Bn@%hazimp h and
Hizballah is widely believed by obsetvers to be rearming and recrultmgvﬁor ‘ziﬁ ith
Israel. In July 2009, media reporting linked Hizballah to a series of blasts in sout eﬁrhg&non
and a suspected weapons cache.

12. Hizballah continues to threaten retaliation against Israeli interests around the world for the
2008 killing of Hizballah leader Imad Mughniyah. Counterterrorism efforts in several countries
have disrupted a number of recent Hizballah attack plots. In April 2009, Egyptian officials
announced that 25 members ﬁga H";gballah cell had been arrested and that another 24 remain at
large. While Egyptlan authOI‘ltléS/@@ 1 tchat the cell was planning to carry out attacks against
Egypt, Hizballah confi ed only-that ﬁ‘i@ eeﬁwa tasked with smuggling weapons to
Palestinians in the Gaz@ ﬁ'tps n June @GQ;Q ?Wuglﬁbauah operatives travelling with Iranian
passports were. arresteeizfl ‘Azge{gb’ﬁyfj,qn for ar) egéQLy 1gg ia;gacks against targets throughout the
country, including the Isra‘gﬁ/g{ﬁb“a@\s }nglsh comh mfy;*@en”frg and the Galaba Radar
Station. Four Azeri citizens wereia*IS@ art‘%ﬁ é%r rovﬁ)lﬁg@ "Hiz; llah cell with logistical
support. On 2009 09 18, Hizballaki Le@&@iﬂaésﬁnﬁé@i’ dehve:recia a televised address to
ceremonies marking Al Quds Day, an a’\mm é%pﬂ’@@xpi‘éssf %ohdanty with Palestinians and
opposition to Israeli control of Jerusalem. In ﬂls’a‘ rﬁéﬁk@, ‘fsi;allah vowed that Hizballah will
never recognize Israel and that no Arab state has the rlght*‘t“oxcleﬁso?Nasrallah also repeated an

carlier warning to Israel not to launch a war against his group, saymg the Israeli military will be
“crushed” by his guerillas.

EO*\

Jemaah Isl%z}ﬂ ﬁ ﬂl}

<.; ,\ A S‘ L,Ji:* AE}}/ .
143;5 se’@én Soutﬁ@as@@ﬁ@?fs?q }prronst group that seeks the establishment of an Islamic
st nesm% i{fsda rﬁﬁl@e Thailand, Singapore, Brunei and the southem
Phlhpp(ﬁ?ﬁgs as esta ‘f ﬁlkg v@ffth AQ, employs attack methods such as bombings
and hij ack1n§§‘,@ Ms;pﬁhgg targe‘iét}r\}&’%&t;g‘%mets in locations such as nightclubs and hotels.
JI has carrled‘gouy i@nplgo {g in Indonesia and elsewhere, including the 2002 and 2005
Bali bombmgs w/i@fﬂ%‘ie&k §«$2 f }e and injured hundreds.

Y /C“f ‘Ji«'ﬁ /if{ A :

wf‘“ i\;
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15. Since 2005, counterterrorism efforts have led to the killing or capture of key JI operatives,
weakening the group and likely disrupting anti-Western attacks. However, JI continues to
demonstrate both the intent and capability to carry éut Ylfﬂfen)t attacks against Western interests.
On 2009 07 17, suicide bombers attacked the JW Marné’tt"an % Carlton hotels in Jakarta,
Indonesia, killing seven people and wounding oxer 50, fnclu,ghngm“(f Ganadlans A third bomb
was found on the 18" floor of the Marriott, but: af%glet;l,, 310 ¢ deton%%e? Ind@neﬁxﬁn?afu}hontles believe
that senior JI operative Noordin Top was resp@nslﬁké ,fpr 1‘@1};131ng th@’cgegdﬁigte@a‘t&cks J1
previously carried out a suicide bomb attack agaln@ a ﬁ(hptel in K{@@t ﬁ@@}P Killing at
least 16 people and wounding 149. In September 2009, eswn ﬁthqntles annéu“nc/edmgt
Noordin Top and several other terrorist suspects were kll’fediginlfiﬁg& me%“ram in Central Java.
Desplte this setback, JI remains a threat to Western interests in fﬁe;w ‘f'on ““"‘ 4y

Liberation Tigers of Tamil Eelam (LTTE)

Py

17. Since 1983, the LTTE has%%d fél(?n ency in Sri Lanka with the goal of establishing an
1ndependent Tamil state in the 1slﬁg é‘v'ﬁ \(ﬁ ast The group has demonstrated capabilities
ranging from terrorist anﬁ lla tacﬁlﬁ‘;s ° 1y, r«fhgnal warfare, targeting Sri Lankan political
leaders, military person!gef an% ans in a eb t@aﬁ"t@@ laimed tens of thousands of lives.
In 2008, Sri Lankan forces® @herltaﬁ fn}enswe é@hﬁtpr)’f e a‘fgn against the LTTE, in which
thousands of rebels, soldiers an@ébvéf:aﬁ@gwe‘réfknled In ‘T\”’I@@ ’@ﬂ&,xt%ne Sri Lankan government
announced the death of longtime EJ]} 7@&5@“’?& illai Prabliakaran and declared the group’s
defeat. Sri Lankan forces succeeded i 1n ﬁmﬁfmg @é}{l‘ﬁ‘g gonventlonal military capability
and killing most of the group’s leadership. Az f“ 7 StV Oy

18 In June 2009, Selvarasa Pathmanathan, the new LTTE leadet'" announced his intent to
establish a “Provisional Transnational Government of Tamil Eelam” (PTGTE) to unify and lead
the international Sri Lankan Tamil diaspora in a “non-violent, political and diplomatic” effort to
¢stablish a Tamil homeland and secure the right of self-determination. In August 2009,
Pathmanathan was captured in Kuala Lumpur, Malays1a and transferred to Sri Lankan
authorltm%cémphcatmg the LTTE’s early reorganizational efforts. Efforts to establish the
PTGTE conﬁﬁme, ¢ not universally supported by dlaspora Tamils. Sri Lankan officials have
statep that pf"é:‘b’[iﬁEcefEenients continue to exploit the group’s global network for fundraising
ang,oﬁleigglnport%etywtléﬁ\ ‘Sf St

/l2a ""f"?p
19. Ff%)ﬁi/.{ghf@gz 009 to Ma};L @ng mbs of the Canadian Tamil community staged large
demonstration’ in. Tﬁmnt@m{[gntreal ahd Otéa demanding that the Government of Canada
(GoC) intervéhe ft&ﬁe ofidtera Coasgfire between the Sri Lankan government and the LTTE.
Some of the protest&‘fegnjﬁrapﬁy fB,Lag%%(i traffic, but were peaceful. During the same period, pro-
Sri Lankan protesters anggt@gl/ ?@ergé?%gl m‘t"emanonal support for the LTTE also held protests

A
4’“!’{
el
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in various countries around the world. On 2009 05 27, hundreds of Sri Lankans protested outside
the Canadian High Commission in Colombo, accusing the GoC of supporting the LTTE.
According to media reporting, demonstrators peltedthe, n’r1<s§1on with stones, sprayed graffiti on
the wall and painted over a security camera. Although e mggd%ng resulted in property damage,
no injuries were reported. Canadian officials descr'bed the: & »fan orgamzed and targeted
attack. "

Euskadi Ta Askatasuna (ETA)

7 /
21. Also known as Basque Fatherland and Liberty, ETA was founded in 1959 with & th?eﬁ m of
establishing an mdependent homeland based on Marxist principles encompassing several , |
Spanish Basque provinces, as well as territories in southwestern France. ETA has conducted
bombings, assassinations and kidnappings, and operates primarily in the Basque autonomous
regions of northern Spain and southwestern France, but has attacked Spanish and French
interests elsewhere. ETA has typically targeted Spanish government officials, secunty and
military forces, politicians, J;Ldlmai ﬁgures and tourist areas.

achleve its objectives. @n §0ﬂ9 06 19; a:x?;?f B ml;C expiogled in a parking lot in Arrigorriaga near
the Basque city of BllO %ngghfmember o th@ 'St amsh%‘ra(nonal Police. On 2009 07 29, a car
: rbuarﬁf bafra »g:lgs in tH- mghém§ énish city of Burgos, injuring
approximately 65 people and causing.| e%cte,@swe @aplage O 12009207 30, a bomb attack on the
Spanish resort island of Mallorca Hl}ledﬁwg;“mémiaﬁfsfef the Civil Guhrd in their patrol vehicle.

In August 2009, ETA claimed responslbll’fgzy for| the%e—@nd‘“éfhﬂer reoent attacks in Spain.

Domestic Extremism
B TR
Issue-based | E;&z‘z ﬁﬁyp&w
e .‘; Q}ﬂ . 5"\)
24s iSﬁ;gl@&and mutﬁ-@g}é‘@ngyp’sa gontinue to promote various causes such as animal rights,
eﬁ%xt;iénmgn ﬂ&% ant1-p}7v ,Y Va}aﬂ capltahsm and anti-globalization. While protest activities
by theSe‘f‘gr@%arg génerally p ce«ljﬂ’ Ggsu &based cxtremists have engaged in activities that
extend beyond l\awﬁklﬁpgdit\dsb gmgle afld mt’é%rmue extremists continue to threaten or use
violence agaxﬁgt yt! ?sdg§aﬁ@ Js :mgﬁy to intimidate or coerce governments and civilians to
change their attltudesﬂ?a tha;,ﬁ@ru@s@Wardg issues considered by the extremists to be

important to their causes ’Iﬁ&up‘f)dxt& of ‘ 'spectlve aims, issuc-based extremists have
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employed direct action tactics such as roadblocks, breach of security perimeters, vandalism,
sabotage and assault against security personnel. The convergence of issue-based extremist
groups is also a frequent occurrence in demonstratldns agdinst national and international events
held in Canada and elsewhere. )

protested against the destructlon of the boreal fores‘f’by chamqi&;

ithemselves ,tbé‘Bmldmg
Fiingd Elbckmg emp‘I@.yee ‘iacogss

17,2009, m E@;rjt,h Liberation
Front (ELF) used a stolen excavating machme to knock down tw}o rad 6 stgﬁ’émidjwem in
Snohomish County, Washington State, in protest against the adverse hézihth %ff@(;t& ‘éﬁﬂ/&'f radio
waves. Although no injuries were reported, the radio station’s antenna system susta‘inedm‘q"
significant damage.

26. Canadian authorities continue to investigate a series of bombings in British Columbia (BC)
for possible connections to environmental extremism. In July 2009, two bomb attacks were
carried out against facilities belonging to Canadian energy company EnCana in northeastern BC.
Although no injuries were reported} +the explosions damaged gas pipelines near Dawson Creek.
On 2009 07 15, an anonymous l“ettgr, sentw the Dawson Creek Daily News wamed EnCana to
cease its operations in the area. These Hlfigs were the fifth and sixth in a series of attacks
against energy mfrastrugiﬁféxm BC séwé; ngber 26&8 .On 2009 07 30, EnCana offered a $1
million reward for mf@trmamangxo ’h@lp solve fﬂe@ﬁ ’lxqm‘%’mg&, doubling an earlier offer made by
the company. In August 2009, ftﬁmyal’if?@nadlan M@unted,Bo’lféza (RCMP) announced the

¢ irsupport ofﬁfs ohg?nng 1nvest1gatxon EnCana has

opening of a mobile detachment'i m':»T»mﬁsL‘ake i
approx1mately 150 natural gas wel’lsw m “r:he‘

27. Animal rights activist groups and individuals have resorted to the use of direct action tactics
in Canada and elsewhere in order to further their aims. In January 2009, People for the Ethical
Treatment of Animals (PETA) launched a global campaign against the seal hunt on Atlantic
Coast, and has stated its intent to use the 2010 Olympic Games to draw attention to the issue. In
June 2009, PETA launched OlympicShame2010.com, a website which portrays Olympic
mascots‘as blépdthirsty seal killers. The group is also urging a boycott of Canadian maple syrup
products. Ot 2@9§ @8:% , the Austrian home of Novartis Incorporated chief executive Daniel
VaseLla was bu‘gled?*({owif A ﬂﬁ;:r the graves of his mother and daughter were desecrated earlier in
the;yc;;ar’” Anunal rlght Ktfem) éts g}almed responsibility for the attacks, urging Novartis to cut
t1e§wy1th¢”l;£unt?ﬁgdon foé Sgggfleeg,ia UK:—based facility for animal testing. On 2009 08 20,
topless‘ /] ;,, actwi%fmgl SydneyiAustr@ha P‘protested outside the Canadian Consulate in
hunt/! 0On.2009 0916, ET@ activists in Ottawa interrupted Question

opposition tothe sefﬂ n
Period in the Housg efCo fh (Y ng politicians to ban the seal hunt. On the same day,
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- demonstrators wearing motorcycle helmets and masks cla%hed
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PETA activists attempted to disrupt traffic during a similar protest in front of the Canadian
Embassy in Washington, DC. According to US authorities, three protesters were arrested and
face charges of mischief, unlawful assembly and regtsimg qrrest

)

28. Multi-issue extremists who support causes sgch as anﬁa‘glq hz @mwantl capltahsm and
anti-war have frequently converged upon interiy tlf&nalevents in @gnhdaxa ‘i‘l%lssgwhere resorting
to the use of direct action tactics and violencé’ dh»ordé,r ;f ﬁmher theuy aims, %’ Tl y:zg several
thousand demonstrators in Italy protested against fhefexp“ansgepé f:a.US m1liia,1:yﬁﬁse wfiihe
northeastern city of Vicenza, and more generally against” theﬁ§ “Salmmift inL’ Aquﬂ@ ;rA gtfm%p of
“iifithgpb“lreeg, hmmng bottles,
rocks and lit firecrackers. Although police in riot gear respondccfwu Aoar, gé@, @f} “mﬁuries were
reported. Italian authorities were careful to avoid a repeat of the v1olenééﬁ,thartf fﬁan‘é@t)}e 2001
G8 Summit in Genoa, when a protester was killed and many others beaten by poli Erdnu N
September 2009, thousands of demonstrators, including anarchists and anti-capitalists, protested
against the G20 Summit in Pittsburgh. Some demonstrators threw rocks, rolled trash bins and
blocked traffic lanes while police dispersed the crowd with pepper spray and smoke canisters.
Numerous businesses were vandalized and over 200 people were arrested.

7

g“ hd- 1émain  key 1§sﬁesfg@mgny Aboriginal
communities across Canada, Aborigin; ‘Péx,trg*ni;ls;};s hﬁ*&(egesorfed to the use of direct action
tactics in order to achieve their objectnfefw‘lg Mﬁy?bw;{Akwesasne Mohawks on Cornwall
Island held several demonstrations in opposmon:t th&plarﬁmed /ﬁﬁsimg of border officers at the
Cornwall port of entry, claiming that such a move would wéﬂgteﬂté sovereignty of Akwesasne
Mohawks and increase the likelihood of violent confrontation. Oh 2009 05 31, the Canada
Border Services Agency (CBSA) closed the port of entry (POE) on Cornwall Island and recalled
its personnel at the facility, as safety concerns were cited in anticipation of an Akwesasne
Mohawk demonstration. On 2009 06 07, Aboriginal protesters at Tyendinaga blocked Highway
49 at the Skyway Bridge leading to Prince Edward County in support of the Akwesasne Mohawk
dispute./Qn | 26@9 .06 12, police ended the Skyway Bridge blockade and arrested 13 people.

31. Some Ab"iﬁ‘;g;ﬁ fgrcjﬂp&ap Canada have strongly opposed the 2010 Olympic Games, which
wdgl/ta’:{éé* place on trad}fjldiﬁﬁl ggﬁﬁe lands. Despite the participation of Aboriginal communities
(Fez%r ‘Hést ‘dﬁmns) in tﬁeﬁ@mesa,mguve leaders in BC have contemplated taking official action
during '%Hm amesléiakse pubhé‘%:ihd geverfiment awareness of land claims and other issues.
Some Six Nétmns }ne“mf;erﬂ have expreﬁsed prjltlon to the passage of the Olympic Torch
Relay across fflétﬁ tory:
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“Lone Wolves”
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35. Domestic extremists.m: aim;mﬁ %he 1ntent a{ﬁﬁ g@sﬁfﬁh’ﬂ—l S}5{3“:§rgarry out attacks against property in
Canada Given the use of’D &‘\@ci a@um teszttqs by mep}(ic @xﬁeﬁ“ﬁsts the threat of serious ’

Energy and Utilities

36. AQ and affiliated groups remain the greatest threat to Canadian energy infrastructure around
the world. AQ continues to support the targeting of global oil and gas interests as a means of
harmmg the US economy. Canadian energy infrastructure abroad has also been targeted by
insurgencies and indigenous criminal elements, particularly in Nigeria. Since its founding in
2005, the;Movement for the Emancipation of the Niger Delta (MEND) has used tactics such as

‘armed assaulfﬁpd kmd ing to achieve its aim of removmg foreign energy companies from the

Niger Delta éﬂt Q@SG“ 6gal control of the region’s natural resources. In February 2009,
gugmefr@ttacked R Sei; rrﬁﬁv,@s@é]? eff the coast of Nigeria in an oilfield operated by Canada’s
Addax 'I’e;quéum k1llmg érian Néxgﬁaptaln and wounding a crew member. The vessel was
protec”hifga!aﬁj&idhﬁstmag ﬁfﬁigm dt the t‘fme of the attack. During the summer of 2009,
MEND targeted“thetfacﬁr’twsggf energy cnmpamcs such as Agip, Chevron and Royal Dutch Shell
in a series of dttq,g;(é‘i@u ch em ugbd@x}enswe damage, halted production and forced the
evacuation of hundféd@ of’emgfbﬁaﬁs” Foim };he region. MEND has claimed respon31b111ty for
these attacks, and continués’ 7o} tﬁréa;te‘n ffmhe%f attacks against energy ! infrastructure in the region.

é i / o




ITAC/CIEM , UNCLASSIFIED - FOR OFFICIAL USE ONLY
09 / 96E

37. In Canada, issue-based groups continue to use direct action tactics in protest against the
operations of domestic and foreign energy companies. On 2009 09 15, approximately 25
Greenpeace activists from Canada, the US and Franfe,efgro%@s}(e:d against oil production in the
Alberta tar sands by blockading equipment and chaining f tﬁe%selsg%s to machinery at Shell
Canada’s Muskeg River Mine located approximately 6051&1\ “\f@fﬁéﬂ McMurray. The
protest, which ended peacefully the follomnggidag ”[bgeed ShelFta, flgqff‘:pfr%i’u@t{lgﬁn at the facility
for several hours. On 2009 10 03, Greenpeace‘@etw'fsm gﬁfmsed 0 oilsa g)sf'fire Q&i}m entered
the construction area of Shell’s Scotford Upgrader*e/m%ﬂsm@xm@eet at Fort “S‘aggga%ehg an, and
occupied the site for approximately 24 hours. Police arresteﬁ 16%39}&',, lved 1ﬂ«£he 1‘HGMent
1nclud1ng protesters from Canada, France, Sweden, Brazif an_,dfﬁteﬁgeﬁleﬂ nds;

L j,&;}!/v
¥

Transportation

38. Aviation remains a primary target of international terrorist groups, despite enhancements to
aviation security by many countries since the attacks of 2001 09 11. Surface transportation,
particularly rail and mass transit, is the mode of transportation most successfully targeted by
terrorists and extremists worldwide.

39. Piracy remains the main &geaﬂg shipping interests in the Gulf of Aden, near the Hom of
Africa and in the Indian Ocean. :ih:igu 009, the International Maritime Bureau stated that the
number of reported p1rac;g attacksﬁwgg]éfwﬁeﬁmme first six months of 2009 had more than

* doubled to 240 from thgh, 1§, 7attacks rep{‘)‘rtegl mftl;leiﬁgs; half of 2008. In April 2009, the US-

flagged container Vessel aerg?cﬁflqbama nez{i’ﬁheﬁ (‘5f° Aﬁrg}\ca was attacked by pirates,
triggering a five-day stand&tﬁ ’ftﬁ‘ v ‘\fdizogs in whi@h,a g&r s were killed and one was

 captured. In May 2009, the US ‘i d! (ze ¢ ‘Magysk Vith Hinig. &4 ed a pirate attack in the same
% g-

region with the assistance of Cana ipﬁM@Sdl{mnweg On'2009 10 02, pirates seized
the Spanish tuna trawler Alakrana w&l’i zfcr Wéﬁ?: a@mox’imgtely 400 km from the Seychelles
Islands. It was the second incident in less than 'a@gonﬂi ,1;1&‘?61‘.5 %ithe Alakrana, which dodged a
pirate attack on 2009 09 04 by taking evasive action, Slgmﬁca 1 jm'acy attacks also continue to
occur in the South China Sea and the Straits of Malacca, though‘ﬁot on the scale and number

experlenced in the Gulf of Aden or the Indian Ocean.

Communications and Information Technology

40. Cybem;ermm»sm a computer-generated attack against other computers or computer-
controlled S}Vs’tﬁn}gfby@g individual or group acting independently, or via a compromised
commumcatl(ms é’t‘@er £continues to threaten the communications and information
teehnégl%gzxsector N@s} éybex att’ag},gs are website defacement, denial of service (DoS) attacks or
thé'd;séqugaﬂbn of maf‘ic”rms ’&eftwarefsuch as viruses or worms. .
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41. AQ and other groups have demonstrated ﬁ?fe%lg“w‘hbgd c‘am;y out aé‘dck% p&f@,éBRN weapons.
However, terrorists and extremists continue to fav&fm;aé uSg g‘f’ c@nventlorfﬁ wggﬁbng éﬁc as
explosives and firearms. Ay




ITAC/CIEM
09 / 96E

O

B

&
A i
r{J‘}E

E‘J;\ ?E 4 ﬁ}ih y 4 d”'@ s
3

This document constitutes a record which may be subject to maudatérﬁéate ﬂéﬁ” E“: entb:ﬁé,gcevs to Inj;riﬁ; nﬁ{hﬁtﬁe"ﬁftvacy

Act. The information or intelligence may also be protected by the provisions’d d.h& C Vl q Act The mfd“ 10 4.,7
intelligence must not be disclosed or used as evidence without prior consultation wﬁfh}th Sed}g}:} Intelhgenbe» S’“a'vwe Q "]
Because disclosure of this document might be injurious to national security, theﬁq&la %‘1

&;‘J}é&g ﬁ& rvice objects to its
disclosure before a court, person or anybody with jurisdiction to compel its pmductloﬁ ﬂ‘ﬂ,{\dia-\'l{s‘@urlty

Intelligence Service-may take all the steps pursuant to the Canada Evidence Act or any otherT ,sl?non & pro

0 atlon or
intelligence from production or disclosure, including the filing of any necessary notices with the A éﬁiﬁ} Gei{etg;%
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